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Abstract. The distinguishing variant ALIP of the Lattice I[somorphism
Problem underlies the security proofs of a growing family of lattice-based
schemes. As the special genus is the strongest efficiently computable
invariant of a lattice, such a proof may replace the lattice used by the
scheme with a random lattice of the same genus. This raises the question
of how hard lattice problems actually are on such random lattices.

We answer it, under GRH, with a worst-case to average-case reduction
inside any special genus G of Hermitian lattices of fixed rank r > 2 over
a cyclotomic field K of degree d: for each of (H)SVP, HCVP, (A)BDD,
DSP and DGS, solving the problem on a random class of G, drawn from
its natural distribution, is as hard as solving it on the worst-case lattice of
G, at the cost of a factor p = poly(d)-detg(A)°” /4 in the approximation
factor. The reduction is a random walk on the Kneser p-neighbour graph
of G: neighbours stay close enough to transfer problem instances, while
the walk equidistributes quickly, a fact we deduce from spectral bounds
for the associated Hecke operators.

As an application we give a direct and tight security proof for a minimal
LIP-based KEM, resting on two independent assumptions: that the lattice
it uses is indistinguishable from a random lattice of its genus, and that
ABDD is hard on that genus. Unlike existing LIP-based proofs, this
requires neither an ad-hoc lattice of the form gA @ (¢ + 1)A, nor the
tightness loss caused by the dense sublattice such proofs rely on.

1 Introduction

The Lattice Isomorphism Problem (LIP) [PS97, HR14,1.JS19] asks, given two
isometric lattices, to recover an isometry mapping one onto the other. It has
emerged as an alternative foundation for lattice-based cryptography [DvW22,BG-
PSD23,DPPvW22], and has since driven work on search-to-distinguish reduc-
tions [Szy03,vGvW25,BW25], on the genus and other invariants [BDG23, LLM24,
vW24,vG25,Mur25|, and an active cryptanalytic effort on module-LIP and its
instantiation in Hawk [DG23, MPPW24, LIPW24, APMvW25, vGP25, CME ™25,
CM25,SW26,MPM26]. Alongside it one considers its distinguishing variant ALIP:
given a sample A < [Ap] from one of two distinct isomorphism classes [4;1], [Az2],



recover b € {1,2}. Just as for LWE, the search problem often appears as the
underlying key-recovery or decryption problem®, while the distinguishing variant
of the problem allows for GPV [GPV08] and lossy-trapdoor-like [PWO08] security
proofs. Indeed, in this way the distinguishing variant allows for basic encryption
and signature schemes [DvW22, BGPSD23, BZI ™24, ARLW24|, but also for ad-
vanced cryptographic constructions like identity-based encryption [BLSD26] and
(fully) homomorphic encryption [BMM25, LRvW25, BLSD26].

Invariants are the natural way to attack ALIP. The determinant is the simplest
example: whenever det([A;]) # det([A3]), computing det(A) already solves the
problem. The strongest efficiently computable invariant is the (spinor) genus
gen(A) of a lattice: two integral lattices lie in the same genus when they are
equivalent over the p-adic integers Z,, for every prime p. The notion extends to
module lattices over a number field K, replacing Z, by the p-adic integers Ok ;
for every prime ideal p of Ok. For a CM field it sharpens further to the special
genus sgen(A) of a Hermitian lattice A, which was investigated in the context of
Hawk in [Mur25]. Since no stronger efficient invariant is known, ALIP over a CM
field is typically assumed to be hard when the two classes it asks to distinguish
lie in the same special genus.

Such a ALIP assumption buys freedom in a security proof: the lattice A;
used by the scheme may be replaced by any lattice Ay € sgen(A;). That freedom
is finite, as a (special) genus contains only a finite number of isomorphism classes
[A1],...,[AN], but N can grow rather large, and the genus comes with a natural
distribution H over them. One idea is thus to replace A; by such a random lattice
Ay < H(sgen(Ay)).

For K = Q it was shown in [vW24] that lattices drawn from this distribution
behave like truly random ones: their minima, covering radius and smoothing
parameter all match those of a uniformly random lattice. In particular, they
provably follow the Gaussian Heuristic. Geometrically, one therefore expects
such a random lattice to be among the hardest in its genus: for example that
finding a short vector in it is at least as hard as in any other, worst-case, lattice
of the same genus. It is precisely this that we would like to assume once the
replacement in a security proof has been made. Since the works of Ajtai [Ajt96]
and Regev [Reg09], the standard way to justify an assumption of this shape is a
worst-case to average-case reduction, which raises the question: can the intuition
above be formalized into such a reduction within a genus?

Contribution 1: a worst-case to average-case reduction in special genera
of fixed rank We answer this question affirmatively, for any special genus of
fixed rank v > 2 and a large variety of lattice problems. This result rests on sharp
spectral bounds for the Hecke operators attached to Kneser p-neighbours, which
we obtain from deep results in the representation theory of p-adic groups when
r > 3, and in the theory of automorphic forms when r = 2.

5 The search LIP variant also led to interesting constructions based on cryptographic
group actions, but these are outside the scope of this work.



Theorem 1.1 (Informal). Let the rank r > 2 be fized, let K be a cyclotomic
number field of degree d, and assume the generalized Riemann hypothesis (GRH).
For the lattice problems P € {(H)SVP,HCVP, (A)BDD,DSP,DGS} (see Sec-
tion 4), solving P on a rank r Hermitian lattice A efficiently reduces to solv-
ing P on a random A" < H(G), where G = G(A) is the special genus of A
and H(G) the Haar-uniform distribution on it. The reduction loses a factor
p = poly(d) - detg(A)9~ M/ in the approzimation factor of P.

The reduction is polynomial-time in the degree d of K and the normalized
rational determinant of the lattice, which also accounts for the discriminant of
the field. The loss is squared for those problems whose approximation factor
scales with the lattice itself, for example for SVP and BDD; Section 4 treats
both cases. We state the result for cyclotomic K out of technical convenience.
This covers most module lattices used in lattice cryptography, and in particular
it covers the rank 2 and power-of-two cyclotomic case of Hawk [DPPvW22|.
The machinery we develop applies to any CM field, but there is a small caveat
regarding the existence and efficient computability of a suitable rational prime
p (see Remark 3.7), which is easily resolved for most CM fields. GRH plays the
same limited role: we assume it only to find such a p efficiently (Lemma 3.6), the
reduction itself being unconditional.

Contribution 2: a direct and tight security proof for LIP-based schemes
Our second contribution shows what such a reduction buys on the cryptographic
side. The security proofs of current LIP-based schemes [DvW22, BGPSD23,
BZIt24, ARLW24, BMM25, BLSD26] all reduce to a single ALIP instance. The
trick is that the lattice A1 = gA @ (¢ + 1)A used by the scheme is replaced, in
the proof, by the auxiliary lattice Ay = A @® q(q + 1)A of the same genus, which
contains the dense sublattice A; the existence of that dense sublattice then gives
information-theoretic security. While this leads to a reduction to a single LIP
problem, it comes with two significant drawbacks:

1. Ad-hoc. The scheme has to use the lattice A1 = gA ® (¢ + 1)A, rather than
a lattice chosen for efficiency or functionality;

2. Tightness loss. The auxiliary lattice A, contains a dense sublattice and
is therefore easier to distinguish than the lattice A; actually used, so the
assumption one has to make is stronger than the one the scheme appears to
rely on.

The tightness loss can be improved upon using [vW24], but the ad-hoc instantia-
tion remains. Following a suggestion made informally in [LRvW25, Appendix A.2],
we propose instead to split the security of a LIP-based scheme into two indepen-
dent assumptions:

(i) the lattice used by the scheme is hard to distinguish from a random lattice
of its (special) genus, and
(ii) the underlying lattice problem is hard on a random lattice of that genus.



Assumption (i) matches the state of the art on invariants, namely that the
(spinor/special) genus is the strongest efficiently computable one, and it constrains
the scheme only through the genus it lives in. Assumption (ii) is exactly what
Contribution 1 turns into worst-case hardness. In Section 5 we make this formal
for a minimal key encapsulation mechanism Ij.

Theorem 1.2 (Informal, see Theorem 5.3 and Corollary 5.5). The KEM
Iy built on a Hermitian lattice Ay € G with an efficient decoder of radius p is
IND-CPA secure, assuming (i) that a random class of G is indistinguishable from
[Ao], and (i) that ABDD is hard in the worst case on every lattice of G, at a
decoding distance within a poly(d) factor of p.

There is no dense sublattice left, and no unexplained gap between the instance
the scheme uses and the instance assumed to be hard: Iy may be built on any
lattice admitting an efficient decoder, and the proof loses nothing beyond the
two assumptions themselves. The reduction is moreover tight with respect to the
attacks we know: the natural way to break such a scheme is either to solve LIP
through ALIP, which is (i), or to solve the underlying decoding problem in a
lattice that cannot be distinguished from a random one, which is (ii).

Technical details The main technical tool of this work is the use of p-neighbours
(Section 3), first introduced by Kneser [Kne57|. This notion turns the finite set
of isomorphism classes [4],...,[Ay] inside a genus into the vertex set of a
connected graph, where two classes share an edge if they are p-neighbours. This
is useful because of three properties:

(1) one can efficiently construct a random p-neighbour of a given lattice;

(2) neighbour lattices are “sufficiently similar” to allow the transfer of solutions
to algorithmic problems from one to the other;

(3) the random walk given by p-neighbours has good equidistribution properties.

Property (1) is classical and has had algorithmic applications for a long time:
see [Sch98, KV10, GV 14, AC25] for some examples; see also Algorithm 1. Prop-
erty (2), although natural, requires a careful choice of the neighbouring relation.
Indeed, the neighbours are not sublattices of the starting lattice; instead they
contain a common sublattice, possibly with large index. We iterate neighbours
over all prime ideals above a single rational prime p to arrive at a lattice A’: this
implies the crucial containment pA’ C A while allowing us to keep p small. It also
has the additional benefit of preserving the special genus. Finally, Property (3)
rests on the interpretation of p-neighbours in terms of the Hecke operators ap-
pearing in the theory of automorphic forms. We therefore benefit from a rich
theory, developed in part to answer Ramanujan’s conjecture [Ram16] and its
generalizations [BB13]. In our setting, we derive the eigenvalue bounds from
Oh’s local bound [Oh02] when = > 3, and when r = 2 from an exceptional
isomorphism, the Jacquet-Langlands correspondence [JL70] and Livné’s general-
ization [Liv01] of Deligne’s bound [Del73] to Hilbert modular forms. The proof
of the equidistribution result is given in Section B.



Related works The idea of performing a random walk on a graph or continuous
space, combined with fast mixing and the transfer of a problem instance along the
walk, has been fruitful and forms the foundation of many worst-case to average-
case results in cryptography. The closest related work to our setting might not
be found in lattice cryptography, but instead in the world of isogeny-based
cryptography. Indeed, Jao et al. [JMV09] and Jetchev and Wesolowski [JW15]
showed self-reducibility results where the objects were elliptic curves or abelian
surfaces, and where two objects share an edge if they are related by an ¢-isogeny.
In fact, for ordinary objects the class group of an order in a CM field acts on
the vertices of this graph through complex multiplication, closely paralleling the
way the isomorphism classes of a special genus of Hermitian lattices over a CM
field form the vertices of the Kneser p-neighbour graph. In the supersingular case
the analogous dictionary is the Deuring correspondence, under which isogenies
translate into quaternion ideals, i.e. into lattices again.

On the lattice side, however, the closest in spirit to our work are the worst-case
to average-case reductions for SVP on ideal lattices [{BDPMW20] and, recently,
for SIVP on module lattices of fized rank [dBPTW26]. Because the space of
ideal lattices or module lattices is continuous, these reductions were, however,
rather difficult to formalize; one must consider not only discrete steps (passing to
renormalized index-p sublattices), but also continuous ones. Moreover, the space
of fixed rank r > 2 module lattices is far from compact, which means that some
lattices lie far away from the average-case lattices in the space.

Both of these difficulties completely disappear for the special genera of fixed
rank we consider: we have a finite and discrete space with discrete steps, and
moreover it comes with natural bounds on how far from average a lattice can be;
e.g., integrality already bounds all successive minima from below by 1. While we
thus rely on deep mathematical results for the mixing properties, the remainder
of the reduction in this work is surprisingly elementary, and allows for rather
clean proofs and a clear presentation.

2 Preliminaries

2.1 Notation

We use standard algebraic number theory throughout; see Section A for a self-
contained recollection of the facts below, and [NS13] for a standard textbook on
this material. We now set the notation used throughout this work.

Let K be a number field of degree d = [K : Q], with ring of integers O
and d complex embeddings o: K — C. For a € K we write Tr(a) = >__o(a)
and N(a) = [], o(a), both of which lie in Q. We say that K is a CM field
with maximal totally real subfield F', and write K/F for the corresponding CM
extension, when K is totally complex and K = F'(y/a) for some totally negative
a € F. Complex conjugation then induces a non-trivial automorphism of K fixing
F, which we denote by x — T; it satisfies o(z) = o(T) for every embedding
o. Our running example is the cyclotomic field K = Q((,), which is CM with

F= Q(Cm + C;zl)




A fractional ideal a of K is a nonzero Og-submodule of K with za C Ok

for some z € K*; it is integral when a C Ok, in which case its norm is

N(a) Lof |Ok /a]. We write @ def {Z | = € a} for its complex conjugate. As Ok is

a Dedekind domain, every integral ideal factors uniquely into prime ideals, and
the nonzero primes are exactly the maximal ideals, so that Ok /p is a finite field
for every prime p. A prime ideal q of F' is split in K when qOx = pp for a prime
p # b of Ok, in which case Ok /p ~ Ok /p ~ Op/q =~ F,; it is inert when qOx
remains prime, and ramified when qOx = p2. Only finitely many primes of F
ramify.

Finally, we write F; for the completion of F' at a prime q, with valuation ring

Or,q, and K, def K ®p Fy, to which complex conjugation extends by k® f — ko f.
When q = pp splits in K there is a ring isomorphism

quFqXFCP k@fH(kf,Ef),

under which complex conjugation acts by exchanging the two factors.

2.2 Hermitian Spaces

Let K/F be a CM extension, and let V be a K-vector space of dimension r.
By choosing a K-basis of V', we will silently identify an element of V' with the
(column) vector in K* of its K-coordinates. We say that V is a Hermitian space
over K when it is equipped with a nondegenerate map (-,-) such that for any
x,x",y,y' € V, and any a,b € K, we have

(ax 4+ bx',y) = a(x,y) + b(x', y),
(x,ay +by’) = a(x,y) + b(x,y"),
(v, x) = (x,y).

In particular, for every v € V, we have (v,v) = (v,v), i.e. (v,v) € F. The form
is said to be totally positive definite if for every embedding o: F' — R, and every
v # 0 we have o({v,v)) > 0. A Hermitian space is called isotropic if it contains
a nonzero element = € V such that (z,z) = 0.

If by,...,b, is a K-basis of V, its Gram matriz is G def ({bs, bj))1<i,j<r- This

matrix is Hermitian, i.e. it is equal to its transpose-conjugate G* = G .

Example 2.1. Let K def Q(¢) be a cyclotomic field, which is CM when regarded

as a quadratic extension of its totally real subfield F’ def Q(¢C+¢71Y). The standard

Hermitian form on K7 is defined as
i
def __
<V7W> = E VW -
i=1

Hermitian forms allow one to define isometries of V.



Definition 2.2 (Unitary Groups). Let (V,(-,-)) be a Hermitian space. We
define the unitary group

de
U(V) ¥ {o € GL(V) | (0(x),0(3)) = (x,3), for all x,y € V}.
Elements of U(V) are called global isometries of (V,({-,-)). The subgroup of
determinant 1 isometries is called the special unitary group of V and is denoted

by
SUWV) Y (o e UV) | deto = 1}.

Local Isometries In this work, we will frequently need to look at what happens
locally above a specific finite prime of F'. More precisely, let q be a prime ideal of F,

and let Fy be the completion of F' at q. We define the Kj-module V &ty ®F Fy.
The Hermitian form (-, -) extends naturally to Vg, and we let

def
U(Vq) = {0 € GLk,(Vq) | {0(x),0(y)) = (x,y), for all x,y € Vg }
denote the group of local isometries at q. Similarly, SU(V;) will denote the
subgroup of determinant one local isometries at q. The structure of these groups
depends on the splitting behaviour of .

Assume that q splits in K as qOg = pp. Under the ring isomorphism K ~

Fy x Fy, let e, def (1,0) and ep &f (0,1). They are idempotents of K such that

ep +ey = 1 and eyey = 0. Moreover, complex conjugation exchanges them. Define

W, def epVy and Wy def eyVy. They are both r-dimensional Fy-vector spaces and

we have the direct sum decomposition Vy = W), © W5. The choice of a particular
basis of V;; allows us to obtain the matrix representation specified in the following
lemma:

Lemma 2.3 (Local isometries at a split prime). Let K/F be a CM extension
and let (V,(-,-)) be a Hermitian space of dimension r over K. Let q be a nonzero
prime ideal of F which splits in K. Then, the local isometries can be identified
with invertible matrices over the local field Fy

U(Vq) ~ GL,.(Fy)
SU(Vy) ~ SL,(Fy)

Proof. Decompose Vg ~ W, ®Wj. A simple computation shows that (W,, W,) =
(Wg, Ws) = 0, and that (W,, W) C {0} x Fy ~ Fy. Let (e1,...,e,;) be an
Fy-basis of W,,. Since (-, -) is nondegenerate, there exists a unique corresponding
basis (f1,..., fr) of W such that (e;, f;) = (0,6; ;). Now, for x,y € Vg written

in this adapted basis as x def (z1,22) and y = (y1,%2), then (x,y) € K identifies
with (23 y1,2{ y2) € Fy x Fy. Now, a K, linear isometry o € U(V;) has the form
o0 = (A, B) where A (resp. B) is an Fj-linear transformation acting on the first
factor W), (resp. the second factor W5). In particular, for x = (z1,22) € V; and
Y = (y1,92) € V4, we must have

(o(x),0(y)) = (23 B" Ay1,z] AT Bys).



Since o is an isometry of (Vq, (-,-)), this yields the relation B = (A~!)". In
particular

U(Vy) = {(A,(A)T) | A € GL,(Fy)} ~ GL,(F,).
Furthermore, 0 = (A, (A7) ") € SU(V;) if and only if det A = 1, i.e.
SUV) = {(A, (A7) | A € SL,(Fy)} ~ SL,.(F,).
O

Remark 2.4. The above lemma shows that when ¢ is a split prime of F', the
Hermitian space Vj is isotropic.

2.3 Hermitian Lattices

Let K/F be a CM extension, and let (V, (-,-)) be a Hermitian space. We recall
some well-known facts about lattices in V', and we refer the reader to [Coh99]
for more details. A Hermitian lattice A C V is a finitely generated, torsion-free
Ok-module which spans V' over K. Any such module is always of the form
A = ayby + -+ + a.b. where (by,...,b.) is a K-basis of V and the a;’s are
fractional ideals in K. Let B be the column matrix of the b;’s. The collection
B = (B, (a;)) of B and the fractional ideals a;’s is called a pseudo-basis of A.
Two pseudo-bases B = (B, (0;)) and B’ = (B’, (b;)) define the same lattice A
if and only if there exists U € GL,(K) whose entries satisfy u; ; € aibj*l, such
that B’ = BU and a;---a, = (detU)by - -+ b,.. The lattice A is integral when
(A,A) C Ok. For a prime q of F, we write A4 LY ®or Or,q C Vq for the
completion of A at q.

Definition 2.5. Two lattices A, A" CV are said to be isometric if there exists a
global isometry o € U(V) such that A" = o(A). The isometry class of A is

[A] o/ {Hermitian lattices A" in V | A~ A'}.

The automorphism group Aut(A) of A is the subgroup of global isometries given
by Aut(A) & {o € U(V) | o(4) = A}.

Remark 2.6. Since (-, -) is positive-definite, the unitary group U (V') is compact
while the matrices which preserve A form a discrete subgroup. In particular,
Aut(A) is finite.

Given a pseudo-basis B = (B, (a;);) of A, the pair @ = (G, (a;);) with
G = ({b;, b;))i,; is its pseudo-Gram matriz, which for V' = K" with the standard
form is the notion of [MPPW24, Def. 3.6]. This is the representation we use
implicitly whenever we refer to a lattice A, both in problem statements and
as the input that an algorithm actually receives: every A has one, and it is
integral exactly when A is. Pseudo-Gram matrices of two lattices A, A" C V are



related by some U € GL,(K) satisfying the ideal conditions above if and only
it A" = o(A) for some o € U(V) [MPPW24, Lem. 3.10]; hence a pseudo-Gram
matrix determines exactly the isometry class [A] and the group Aut(A4). We will
later define a distribution on the equivalence class [A] which will (implicitly)
sample such a pseudo-Gram matrix representation of bounded size.

The determinant of A is the fractional ideal

det(A) &' (det G) ayay - - - o,y

of Ok, where Q = (G, (a;);) is any pseudo-Gram matrix of A. It does not depend
on the choice of pseudo-basis, and it is integral whenever A is. As det G € F and
a;0; = Ng/p(a;)Og, it is the extension to O of an ideal of Op; in particular,
for a prime g of F' the condition q 1 det(A) is unambiguous, and it holds if and
only if p  det(A) for the primes p of K above g.

When two lattices A, A" are (globally) isometric, then they are isometric after
completion at any prime q of F. However, the converse does not hold. This
discrepancy is captured by the notion of the genus of a lattice.

Definition 2.7 (Genus of a lattice). Let A C V be a Hermitian lattice. Its
genus is defined as

gen(A) i {A"CV | Ay~ A, for every nonzero prime ideal q C F}.

Remark 2.8. The genus gen(A) can be partitioned into a finite number of disjoint
global isometry classes.

In particular, the genus is an invariant under isometries. A finer invariant
known as the special genus has recently seen a resurgence of interest in lattice-
based cryptography, following the work of Mureau [Mur25]. We recall its definition.

Definition 2.9 (Special Genus of a Hermitian Lattice [Mur25, Definition
2.1]). Let K/F be a CM extension, and let (V,(-,-)) be a Hermitian space. Fix a
Hermitian lattice A C V. A lattice M C V belongs to the special genus sgen(A)
of A if there exists one global isometry o € U(V) such that, for every prime
q of F, there exists a determinant-one local isometry pq € SU(Vy) for which

My = o(pq(Ay))-

In the above definition, the local isometries ¢4 may vary with q as long as
they remain in the local special unitary group. However, the global isometry o
must work at every prime. This immediately provides

[A] C sgen(A) C gen(A).

Furthermore, belonging to the same special genus is an equivalence relation on a
genus.



2.4 Probabilities

Throughout this article, we measure the closeness between two random variables
X, Y taking values in the same finite space £ with the so-called statistical distance,
defined as

AX,Y) ¥ % ST IP(X =a) - P(Y =a)| = max[P(X € 4) ~ P(Y € 4)].
a€c

It only depends on the probability distributions of X and Y. More precisely, if f
and g denote the distribution of X and Y respectively, we have

AX,Y) = 5IF gl

A crucial property of the statistical distance is the data processing inequality: for
any deterministic or randomized transformation ¢,

Alp(X), ¢(Y)) < AX, Y). (1)

For this inequality to hold, the only requirement is that the internal randomness
of ¢ must be independent of X and Y. In particular, it implies that the success
probability of any algorithm A for inputs distributed according to X or Y can
only differ by at most A(X,Y).

Mass distribution on a special genus Since the genus, and the special genus, of
lattices consist of finitely many isometry classes, one may be tempted to put the
uniform distribution over them. However, it turns out that this is not the most
mathematically natural way of defining a random isometry class. More precisely,
we should take into account the symmetries induced by automorphisms within a
given class. Intuitively, on average a lattice should have few automorphisms, and
therefore the smaller the automorphism group of a class is, the more probable this
isometry class should be under this distribution. This choice can be completely
formalized by considering Haar measures, but we will not go into that detail here.
This is the standard probability distribution over the genus, and more generally
over a finite set of isometry classes (see for instance [vW24]). The naturality will
also come from the fact that this distribution will appear as the limit distribution
of the random walk considered in this article.

Definition 2.10. Let X be the finite collection of isometry classes within a
special genus. We define

def 1 def |Aut(A,)] !
Mass(X) = =
ass(X) 1;( |[Aut(A,)]’ and 7x () Mass(X)

where A, denotes any representative of the isometry class x.

In the main body of this work we only consider special genera, and thus for

a lattice A we simply write G(A) et sgen(A). For a special genus G we write
H(G) 2 mg and call it the Haar-uniform distribution on G. Note that it is not

uniform on classes, but weights each class z by | Aut(A,)|~!.
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2.5 Hermitian Lattices as Euclidean Module Lattices

The Hermitian form of Section 2.2 takes values in K, so it does not by itself
make /A a Euclidean lattice. We now make this extension, as the lattice problems
we will consider in our reductions are mostly stated relative to the Euclidean
metric: norms, successive minima, distances, determinants and Gaussians. These
will only be used in Sections 4 and 5; the main random-walk machinery behind
the reductions and the special genus only rely on the Hermitian form.

Let K/F be a CM extension with d = [K : Q], let (V,(-,-)) be a totally
positive definite Hermitian space of dimension r over K, and let A C V be a

Hermitian lattice. We write Vi & V ®q R for the real ambient space and set
span(A) et VR, the R-span of A. For z € Vg we define

2] € Trge g, zy = Y ol(z,a)). 2)
o: K—=C

Since (x,x) € F and the form is totally positive definite, every term is a positive
real number, so Equation (2) is a positive definite quadratic form on Vg. Hence
A is a Euclidean lattice of rank

def
n =rd

in the n-dimensional space span(A4), and we write detg(A) for its covolume
with respect to Equation (2). Computing it on a pseudo-basis gives detg(A4)? =
|Ak|" Nk jg(det A), with det(A) the determinant ideal of Section 2.3. If A is
integral, this is an integer, and a rational prime p { detg(A)? is then unramified
in K and satisfies p  det(A) for every prime p | p of Ox. We also write A;(A) for

the i-th successive minimum of A, so in particular A\;(A) = min,e\ oy [|v]], and

dist(t, A) %ef min,ec4 ||t — v|| for ¢ € span(A). Throughout, n always denotes this

Z-rank rd, never the module rank r or the degree d alone.

Remark 2.11. For V.= K" with the standard Hermitian form (v,w) = >, tyw;,
the form Equation (2) is exactly [[o(z)||* for the canonical embedding ¢: K — C?
applied coefficient-wise, since Trg q(v;v;) = > |o(v;)|?. This is the Tp-norm
of [MPPW24, §2]. Note that Trg g(a) = 2Trp/g(a) for a € F, so Equation (2) is
twice the form obtained from the trace of the totally real subfield; we use the Trx/q
normalization throughout. We also do not rescale by 1/d, unlike [DPPvW22],
whose normalization is tailored to the coefficient embedding of power-of-two
cyclotomic fields.

2.6 Gaussians

For a lattice A of rank n and o > 0 we write N, for the continuous Gaussian
on span(A) and, for a coset ¢ + A with ¢ € span(A), N, (c + A) for the discrete

Gaussian on that coset, all with density proportional to exp(— ||z||* /o2). We

abbreviate N, (A) ef N5 (0+ A), and write N, (S) def Y wes €Xp(—m |z /o2) for

the Gaussian mass of a countable set S. Whether N, (-) denotes a distribution
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or a mass is always determined by its argument: a coset gives the distribution
supported on it, an arbitrary countable set gives the number. Here ||-|| and span(A)
are those of Section 2.5 whenever A is a module lattice, so that n = rd. All
Gaussian parameters in this work (such as s, o and ¢’) follow this normalization,
in which the standard deviation per coordinate is o/ V27, the coordinates being
taken with respect to any orthonormal basis of span(A) for the form (2). For
0 € (0,1) we write ns(A) for the smoothing parameter of A [MRO7]. Recall that
ns(cA) = cns(A) for ¢ > 0, and that ns(A) > ns(A’) whenever A C A’

Remark 2.12. Both facts above concern scaling by a rational ¢ > 0, and every
reduction in Section 4 uses them with ¢ = p a rational prime. Multiplication by
a prime ideal p does not preserve the Euclidean geometry, so neither identity has
an ideal analogue. This is why in Algorithm 2 we will make sure to apply the
paired walk of Section B.1 to all prime ideals above a totally split p consecutively,
which combines to multiplication by the rational p in our proofs.

Lemma 2.13 ( [Ban93, Lem. 1.5(i)]). For every lattice A of rank n and every
o >0 we have Py nr, (y[l|lz| > oy/n] <277

Lemma 2.14 ( [MRO7, Lem. 4.4]). Let A" be a lattice, 6 € (0,1) and o >
ns(A"). Then all coset masses N (v + A") with v € span(A’) agree up to a factor
%g. In particular, if A’ has finite index in a lattice A D A, then the coset of
x4 Ny(c+ A) in (c+ A)/A" is within statistical distance 26 of uniform, for any
¢ € span(A).

For a Z-basis B = (by,...,b,) of A (or equivalently a Gram matrix) we write
| B*|| 4 max; || || for its largest Gram-Schmidt norm. Given B one can efficiently
sample from N, (A) for any o > || B*|| /In(2n + 4) /7 [BLP" 13, Lem. 2.3|, and
we have the bounds

ns(A) < || B*|| v/In(2n(1 + 1/6)) /7 [GPVO08, Lem. 3.1],
n5(A) < A (A)/In(2n(1 + 1/6)) /7 [MRO7, Lem. 3.3].

The module counterpart of this statement is that when A is given by a pseudo-
Gram matrix rather than a basis, one can sample N, (A) directly from that
pseudo-Gram matrix by [MPPW24, Lem. 3.8|, at the cost of a threshold on
o depending on Ak and the norms of the ideals a;; so the representation of
Section 2.3 suffices for everything below.

2.7 Average-case Distribution on the Isometry Class

To state average-case problems we need to also consider a distribution D, ([4])
on every isometry class [A] of Section 2.3, and in particular on the representation
of its elements. This directly allows one to define average-case versions of the
lattice isomorphism problem, but also average-case versions (over representatives
of [A]) of the more standard lattice problems. For more details on instantiating
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such a distribution we refer to [DvW22] (for Z-lattices) and [MPPW24] (for
Ox-lattices). We will simply characterize these distributions by the properties
we will use in our work.

Definition 2.15 (Average-case class distribution). Let s > 0 and let A be a
Hermitian lattice of Z-rank n. A distribution Ds([A]) over lattices A" € [A], with
output given as pseudo-Gram matrices (Section 2.3), is called an average-case
class distribution for s if

(i) it depends only on the isometry class [A];

(ii) (efficient sampling) there is a probabilistic polynomial-time algorithm that,
given any A’ € [A] in a representation from which Ns(A') can be sampled
efficiently, outputs A" < Dy([A]) together with an isometry o € U(V') with
0‘(/1') = A"

(iii) (Gaussian sampling) except with probability 300n - 27" over A" « D4([4]),
one can sample N, (A") exactly from the representation of A", for every

o2 sy/nn(2n+4)/x.

Here [A] is the U(V)-isometry class, not the Z-isometry class of [DvW22],
which is what makes the weights | Aut(A;)|~! of the distribution H(G) (Defini-
tion 2.10) well defined.

The parameter s measures the quality of the average-case representative
(it determines the length of the (pseudo-)basis vectors): (ii) needs s at the
quality of the representative one starts from, and by (iii) the sampled one has
quality s\/nln(2n + 4)/7, so it reveals nothing beyond [A] and s. Since every
representative allows one to sample N for s > 29"\, (A) after LLL reduction
(see above), (ii) gives the worst-case to average-case reduction in that regime:
Ds([4]) can be sampled from every A’ € [4], so a problem on Dy ([4]) is as hard
as on its hardest representative (cf. [DvW22, Lem. 3.9]). We simply write D([A])
if 5 is fixed to such a sufficiently large value s > 29 X, (A4)°. In the rest of this
work we will use this distribution in our problem statements for simplicity, but
one could as well state them more precisely and track the O(p - poly(n)) loss on
s throughout the reduction.

Remark 2.16. For Z-lattices and s > max{\,(A),n1/2(A)} the Gaussian form
distribution of [DvW22, Def. 3.3, Alg. 1] is such a distribution, (ii) being [DvW22,
Lem. 3.5] and (iii) [DvW22, Lem. 3.6] with 6 = 1/2. For module lattices, (i)
and (ii) are [MPPW24, Alg. A.1, Lem. A.5, Prop. A.7] for any rank, any (not
necessarily free) A and any number field; their algorithm only needs samples
from N;(A), so no factor A enters. For rank 2 over power-of-two cyclotomic
fields this is AC, of [DPPvW22, Alg. 6, Lem. 4-5]. Property (iii) is not stated
in [MPPW24], but the argument of [DvW22, Lem. 3.6] adapts: the coordinates
of the Gaussian samples in the canonical pseudo-basis are class-invariant by the

5 Technically, the sufficiently large parameter s depends on the value of \,, but this is
either assumed to be known (for the lattice we use), or assumed to be sufficiently
bounded (for the random genus lattices we encounter) following (a structured version
of) [vW24].
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proof of [MPPW24, Lem. A.5], so they can be part of the representation and give
O(r) vectors of norm at most sy/n from which A, (A”) is sampled as in [DvW22].

3 Kneser Neighbours

The key ingredient in our work is the notion of neighbour lattices, which was first
introduced by Kneser [Kne57] for integral Z-lattices in a quadratic space, and
later generalized to lattices in arbitrary CM extensions. We follow the description
of [Sch98, GV14,Kirl6].

3.1 Neighbour Lattices

Let K/F be a CM extension, and A a Hermitian lattice.

Definition 3.1 (p-neighbours). Let p be an unramified prime ideal in O
which does not divide det(A). An Ok-lattice M in V is called a p-neighbour
of A iff the following holds: M 1is integral and we have the isomorphisms of
Ok -modules

M/(ANM)~Ok/p,  A/(ANM)~ Og/p.
Reversing the relation exchanges p and its conjugate.

The above description immediately implies that if M is a p-neighbour of A,
then

pM C A, pAC M.

The number of p-neighbours of a given lattice A is always finite, and depends
only on the prime q = p N Op below p. When it is split, [Sch98, Lemma 3.3]

shows that there are Dy = [ mmany such neighbours, where ¢ = |Op/q|.

The main property of neighbours that will be crucial in this article is that
taking a p-neighbour of a lattice A only modifies A locally. In fact, every p-
neighbour of A is of the form

A =ple+{ye A (yz) €p},

where € A\ pA satisfies (z,z) € pp, and they can easily be constructed (see
Algorithm 1).

Lemma 3.2. Let q = pp be a prime ideal of O which splits in K. If M is a
p-neighbour of A, then My = A for every prime t # q.

Conversely, a global lattice is determined by all its completions at finite
primes:
A={x € V:xe A for every prime ideal t of Op}.
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Therefore, a neighbour M of A can equivalently be described by how it differs
after completion. Choosing one local lattice M, defines

M ={z e V:ze M,and x € A for every t # q}.

It is well-known that two neighbour lattices belong to the same genus (see
[Sch98, Lemma 2.8]). On the other hand, the special genus need not be preserved
by a single step of the walk. More precisely, [Sch98, Theorem 2.10] computes
exactly how it affects the special genus. The precise statement is beyond the
scope of this article, but as a corollary, Schiemann shows that all p-neighbours
of all lattices in a fixed special genus Xy lie in one special genus, denoted by
X;. Conversely, all p-neighbours of a lattice in X; lie in Xy. This motivates the
following walk.

Definition 3.3 (Paired Random Walk). Let q = pp be a prime ideal of Op
which splits in K. Given a lattice Ay, one step of our paired random walk consists
of the concatenation of the following two steps:

1. Sample a uniformly random p-neighbour Ay of Ag.
2. Sample a uniformly random p-neighbour As of A;.

The resulting lattice is As.
The previous discussion can be summarized as the following proposition.

Proposition 3.4. Let A be an Ok-lattice and let M be obtained from the paired
random walk. Then A and M belong to the same special genus. Moreover, M and
A are locally equal at all primes t # q and

q/lg C /107 qu C /12.
3.2 Finding Random Neighbours

Lemma 3.5. Algorithm 1 runs in polynomial time and outputs a uniformly
random p-neighbour N of A.

Proof. Throughout we use that p,p 1 det(A), and therefore the Hermitian form
induces a non-degenerate pairing

A/PAX A/pA — Ok /p,  (2,y) — (z,y) mod p
between two r-dimensional F,-vector spaces, where ¢ = |Ok /p| = |Ok /p|. Note
that this pairing is well defined, as (ax,y) = a(z,y) and « € p implies @ € p.

The algorithm is well defined and efficient. Since u # 0, the map x — (z, u) mod p
is a non-zero linear form on A/pA by the non-degeneracy above, and thus its
kernel has size ¢"~! > 0, independent of u; in particular a v as in line 2 exists.
For the ¢ obtained in line 3 we have (since the left argument is the ‘conjugate’
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Algorithm 1 Finding a uniformly random neighbour of an integral lattice over
Ok (split case)

Require:
— A lattice A of rank r with integral inner products over Ok, the ring of integers
of a CM field K.
— A prime ideal p of O, lying above a prime q of Op , satisfying p { 2, p { det(A)
and p 1 det(A), such that q splits in K as q = pp.

Ensure: A uniformly random p-neighbour lattice N of A.
1: Sample a non-zero u € A/pA uniformly.
2: Compute any v € A/pA satisfying (v,u) = 0 mod p.
3: Compute any £ € A such that £ = v modulo pA and ¢ = v modulo pA. (This implies
that (£, £) = 0 mod pp).
4: Construct M = {z € A | (z,£) =0 mod p}.
5: Return N = M +£-p~ 1.

argument) that (¢,£) = (v,u) = 0 mod p, and (¢,¢) = (u,v) = 0 mod p, since
(v,u) = 0 mod p. Therefore, as claimed in line 3,

(£, ¢) = 0 mod pp. (3)

Lines 1-3 are linear algebra over Ok /p ~ Ok /p ~ F, plus a CRT lift, hence
polynomial time. Line 4 is done by first computing M /pA by means of linear
algebra over the field Ok /p, then extending it by pA, and applying a basis
reduction algorithm to remove linear dependencies to arrive at a pseudo-basis of
M. Line 5 applies again such a linear-dependency-removing algorithm, e.g. [BF12].

N is a p-neighbour of A. We first check that M = NNA. The inclusion M C NNA
is clear. Conversely, let m + wl € A with m € M and w € p~1. If w ¢ Ok then
wOk + O = p~1, 50 p~1¢ C A and thus £ € pA, contradicting u # 0. Hence
w€Ogand NNA=DM.

Next, M is the kernel of the Ok-linear map A — Ok /p with z — (¢, z) mod p,
which is the conjugate of the defining condition (z,¢) = 0 mod p. This map
is non-zero by non-degeneracy and £ # 0 in A/pA, hence surjective, and so

By Equation (3) we have Ol C M, and p~¢ N M = Okl by the first
paragraph. Hence N/M = (M +{(-p~1)/M = (£-p~1)/(l-p™ 1N M) = (£-
p~1)/(L-Ok) ~ Ok/p.

Finally, N is integral: for w,w’ € p~! we have (wfl,w'l) = ww'{{,f) €
p~ip~ipp C Ok by Equation (3); the inner products between x € M and w/ are
integral since (x,wf) = w(z,f) € p~tp C Ok by the definition of M; and the
inner products among elements of M alone are integral since M is a sublattice of

A.

N is uniformly random. Both M and N depend on ¢ only through the line
(‘projective class’) L, = {au € A/pA | a € Ok /p} it spans in A/pA. By [Sch98,
Lemma 3.1] and [Sch98, (1.) after Lemma 3.1], the map L,, — N is a bijection
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between these lines and the p-neighbours of A, of which there are Dy = qtl

many. Since every line contains exactly ¢ — 1 non-zero elements, the uniformly
random non-zero u of line 1 yields a uniformly random line, and hence a uniformly
random p-neighbour N. O

3.3 The random walk procedure

Algorithm 2 The random walk procedure W

Require: An integral module lattice A of rank r over a CM field K of degree d, and
hence of Z-rank n = rd, an € € (0,1), and optionally an auxiliary modulus Q € Z>;.
Ensure: A prime p { 2Q detg(A)? and a p-neighbour Ay, of A with A([Ax], H(G(A))) < e.

1: Compute a prime number p, totally split in K, with p > max (poly(d) .
detg(A)Or W/ (1/6)2/ d®, dlog(2Q)) as in Corollary B.18 and Lemma 3.6, and
coprime to 2Q detg(A)?.
Ao =A
Factor pOx = Hle pi
for i =1 to k do
Sample a random p;-neighbour A; of A;_1 via Algorithm 1
end for
Output Ag, p.

Lemma 3.6. Let K = Q(() be a cyclotomic field, let R > 1 be an integer, and
let N > C'max (¢(m)?, ¢(m)log R) for a suitable absolute constant C. Assume
GRH for the Dirichlet L-functions modulo m. Then there exists a probabilistic
algorithm that computes a prime number p € [N,2N] that splits completely over
Ok and satisfies p1 R, in expected time poly(log N,log R).

Proof. For the m-th cyclotomic field Q({,), a prime number p splits completely
if and only if p = 1 mod m. Assuming GRH for these L-functions, one can derive
that [MV06, Corollary 13.8]

| (X) = Li(X) - ¢(m) ™! | < O(VX log(mX)),

where m,, (X ) |{p prime | p < X,p =1 mod m}|, ¢ is the Euler totient and
where Li is the logarithmic integral. Looking at m,,(2N) — 7,,,(IN) the main

term satisfies (Li(2N) — Li(N)) - ¢(m)~1 > m, while the error term

has size O(v/Nlog(mN)). For N > 2(¢(m)?) these are of size 2(N?/3/log(N))
and O(v/Nlog(N)) respectively. For a suitably large absolute constant C' and
N > C¢(m)3, the error term is thus at most half the main term on [N, 2N],
so this interval contains at least m primes p = 1 mod m. At most
logy R primes p > N divide R, which for N > C¢(m)log R is at most half
of them. Hence, sampling k& € N uniformly with 1+ km € [N, 2N], a fraction
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£2(1/log N) of the numbers 1 + km are primes not dividing R. Finding such
a prime therefore takes expected time poly(log N, log R), by using an efficient
prime testing algorithm, e.g., [AKS04], and a ged computation with R. O

In Algorithm 2 we apply Lemma 3.6 with R = 2Q detg(A)?, where ¢(m) = d.
Since log detg(A)? < 2ndetg(A)'/™, the condition N > Cdlog R only adds the
term dlog(2Q)) to the lower bound on p, up to the constants already hidden
in poly(d) - detg(A)9-M/™ This term is poly(d) whenever log@ = poly(n).
This covers the application in Section 5, where the auxiliary modulus Qt is
exponentially large but log(Qt) = poly(n).

Remark 3.7. Recall that K is a CM field with maximal real subfield F. For
the random walk algorithm to proceed, it is required that each prime ideal
q; occurring in the decomposition in Op: pOp = H§:1 q; splits in O, i.e.
q:0x = p;p;. Indeed, in this paper the random walk is paired, i.e. every sub-step
consists of randomization with respect to a prime ideal together with its conjugate
prime ideal.

Using Chebotarev-like arguments [NS13, Chapter 7, §13], the probability that
a prime q; in Op splits in Ok is 1/2 for a ‘random prime’. For totally real fields
F without Galois structure the probability for an unramified prime p to ‘split
completely over K/F’ (as described above) can thus be as small as 27t where ¢
is the number of prime ideals in the decomposition of pOp.

For the case of an ‘arbitrary’ real field F', the Galois group of the normal
closure is (close to) the symmetric group, and similar Chebotarev-like arguments
can be used to show that (totally) inert primes (i.e. ¢ = 1) occur often (a
proportion of 1/[F : Q]). Hence, in such cases, primes of the form p = pp in K
occur often as well. Note, however, that the Riemann hypothesis bound on the
density might depend on the discriminant of this normal closure of F' (which has
degree O([F : Q]!)), which might cause the first such inert p to be too large for our
use case. A case where ¢ is too large on average is that of real multiquadratic fields
F =Q(y/mi,...,/mg), for which ¢t ~ [F : Q]/2, causing 27" to be exponentially
small in the degree.

Summarizing, making the technique in Algorithm 2 work for any CM field
requires addressing a number of technical details and edge cases. Using cyclotomic
fields, we circumvent these difficulties entirely since the splitting behaviour of
p in Q(¢,,) is totally determined by the order of p in the group (Z/mZ)*. The
condition p = 1 mod m is equivalent to p being completely split in Z[(,,], and
—1 ¢ (p) is equivalent to p being ‘split’ in Q({,)/Q(¢m)™, where (p) C (Z/mZ)*
is the subgroup generated by p mod m. For simplicity, we just use primes p that
are totally split in Z[(p,].

Lemma 3.8. For K = Q((), and assuming GRH, Algorithm 2 is efficient, and
outputs a p-neighbouring lattice Ay of A.

Proof. As computing the determinant of A, sampling the prime p (see Lemma 3.6),
factoring a prime into prime ideals [Coh93, §6.2] and computing neighbours
(Lemma 3.5) can be done efficiently, Algorithm 2 is efficient. O
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3.4 Equidistribution of the Kneser p-neighbouring walk

We briefly instantiate and summarize here the equidistribution results from
Section B.1.

Theorem 3.9 (Equidistribution theorem). Let r > 2 be fized and let ¢ €
(0,1). Let A be an integral Hermitian lattice of rank r, over a cyclotomic field K
of degree d, and let G be its special genus.

Then, assuming GRH, there exists an efficient procedure W (see Algorithm 2)
which on input (A, e) returns (A, p) such that Ay, € G is a p-neighbour of A
and p = poly(d) - detg(A)°~M/™ . (1/£)2/1. Moreover, the distribution of [Ay] is
e-close to H(G(A)) with respect to the statistical distance.

Proof. The procedure W is Algorithm 2. By Lemma 3.5 each step samples a
uniformly random neighbour. As the corresponding Hecke operators commute, the
order of the steps does not matter, so grouping each p-step with its p-step the class
[Ay] is distributed as [], Py,d4 (Section B.1); since p satisfies the requirements of
Corollary B.18, A([Ak], H(G(A))) < e. Finally, each such pair of steps preserves
the special genus [Sch98, Theorem 2.10], so A € G. O

4 Reduction

We now describe the worst-case to average-case reduction for a variety of lattice
problems. The general strategy, which we sketch here, is the same for each
reduction. Given a worst-case instance on a Hermitian lattice A, we run the
paired Kneser p-neighbouring walk W of Algorithm 2 to obtain a lattice Ay in
the same special genus G = G(A), whose class is e-close to the Haar-uniform
distribution H(G) by Theorem 3.9. We then call the average-case oracle on Ay,
appropriately transforming the instance to Aj and its answer back to A. Both
steps are possible because the walk is reversible up to a factor p: the two lattices
contain rescaled copies of one another,

pAC A, and pA; C A,

so multiplying by p maps a vector or a target from either lattice into the
other. This accounts for every approximation loss below: one factor p is lost in
transporting the instance or its solution, and a second one exactly when the
quality of a solution is measured against a quantity that itself changes under the
walk, such as \; or dist(t,-), rather than against the walk-invariant detg(A)'/™.
Absolute or Hermite-type problems therefore lose a factor p, and their relative
counterparts a factor p?.

Lemma 4.1. Let (Ag,p) < W(A,e) be the output of Algorithm 2. Then, for
every § € (0,1) and every t € span(A),

(1) span(Ay) = span(A) and detg(Ay) = detg(4);
(i) pA C Ay, and pAy, C A;
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(iii) A1(A) < pAr(Ar) < p2As(A);
(iv) dist(pt, Ag) < pdist(t, A) and dist(pt, A) < pdist(t, Ag);
(v) ns(Ak) < pns(A).

Proof. Write pOg = Hle p; and let A = Aqg, ..., A be the intermediate lattices
of the walk. Each step satisfies p;A; C A;_1 and p;A;—1 C A; (Section 3.1), and
has [/11'_1 : Ai—l n Al] = [/11 : Ai—l N /L] = N(p,), whence (1) Composing the
inclusions over ¢ = 1,...,k, and using that conjugation permutes the primes
above the totally split p, both [, p; and [], p; equal pOg; this gives (ii), and is
where we use that the walk takes a step at every prime above p (Remark 2.12).
Items (iii)—(v) are immediate from (ii), as Ay, dist(¢,-) and ns do not increase
when passing to a superlattice and scale by p on pA and pAg. O

Conventions. Throughout this section K = Q({,) is a cyclotomic field of degree
d, which is in particular a CM field with totally real subfield F'; see Remark 4.4
for more general CM fields. Lattices are Hermitian Og-lattices of fixed rank
r > 2 with integral inner products, of Z-rank n = rd, and G = G(A) denotes the
special genus of A. Let € € (0,1). We write (Ag, p) < W(A,¢) for the output of
Algorithm 2 (with @ = 1 by default), so that by Theorem 3.9 the class [Ay] is
e-close to H(G) and p = poly(d)-detg(A)°~1)/™.(1/£)?/4. Average-case problems
always receive their input from D(H(G)), with the rerandomization of Remark 4.3
applied implicitly, and 8 € [0, 1] denotes the success probability (or advantage) of
the oracle. For every problem P with parameter 6 defined below we write f-acPY9
for its average-case variant: the very same problem, but on input A + D(H(G))
instead of a worst-case A. As the walk is independent of the instance, the data
processing inequality (Equation (1)) turns the e-closeness of [Ax] into success
probability § — ¢ on Ay, which is the source of the 8 — ¢ below. The proofs
below therefore only show that a correct oracle answer on Ay is turned into a
correct answer on A. Finally, efficient means polynomial time in the input size
and log(1/e) for fixed rank r and growing degree d; every reduction below is a
call to W, an oracle call and a multiplication by p, hence efficient by Lemma 3.8.

Theorem 4.2. Let the rank r > 2 be fized, let K be a cyclotomic number field of
degree d, and assume GRH. For each problem P listed below, solving P with the
worst-case parameter on a rank r Hermitian lattice A efficiently reduces, for every
e € (0,1) and at the cost of € in the success probability, to solving P with the
average-case parameter on A" < D(H(G)), where G = G(A) is the special genus
of A and D(H(G)) is an efficient representation of the Haar-uniform distribution
on G.
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P worst-case average-case parameter measured against

HSVP Py 5 detg(A)1/"
HCVP DYy v detg(A)Y/"
DSP DY vy detg(A)Y/"
Svp PPy ¥ A1(4)

BDD a/p? a A1(A4)

ABDD o po Gaussian width
DGS po o Gaussian width

Proof. Each row is one of the reductions of this section: Lemma 4.7 for HSVP
and SVP, Lemma 4.9 for HCVP, Lemma 4.18 for DSP, Lemma 4.12 for BDD,
Lemma 4.14 for ABDD and Lemma 4.21 for DGS. The value of p and the loss ¢
are those of Theorem 3.9, as fixed in the conventions above. O

Remark 4.3. Our average-case problems obtain instances from D(H(G)) which
samples a random class [A’] from the genus G and a random representative
A"+ D([A']). As the latter distribution can always be sampled from (see Defini-
tion 2.15), along with an isometry f: A" — A”, we can always assume without
loss of generality that any average-case oracle applies this rerandomization in-
ternally. For example, given an average-case oracle for BDD, it samples (A”, f)
and applies the oracle to (A”, f(t)) for a target ¢, and returns f~!(c) for the
solution c¢. Therefore, to avoid needless repetitions, we refrain from making this
rerandomization explicit in the reductions below. If one wants to replace D by D,
for some parameter s > 0, one can use that the neighbouring procedure always
returns a representative which is a factor at most p worse than the starting
lattice, which allows one to sample at s = O(p) - sp, where sg was the parameter
of the starting instance.

Remark 4.4. As already pointed out in Remark 3.7, Theorem 4.2 can also be
made valid for CM fields for which there is an efficient way of sampling prime
numbers p of polynomial size whose prime ideal divisors in Op split in Og. Also
note that p depends on detg(A) which implicitly introduces a discriminant factor
|Ag |9/ into the approximation loss.

4.1 (Hermite) SVP

Definition 4.5 (7-SVP). The v-approzimate Shortest Vector Problem is the
problem that, given an input lattice A, asks to find a non-zero vector v € A that
satisfies ||v]| < vA1(A).

Definition 4.6 (v-HSVP). The y-approzimate Hermite Shortest Vector Prob-
lem is the problem that, given an n-dimensional input lattice A, asks to find a
non-zero vector v € A that satisfies ||v|| < ydetg(A)Y/".

Reduction algorithm from +'-(H)SVP to vy-ac(H)SVPY
— A=A
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- Ak7p — W(A(),&‘)

R ©'y—ac(H)SVPg (Ak)
— Return p - v.

Lemma 4.7. The above reduction algorithm solves v'-SVP (resp. v'-HSVP) with
probability 8 — ¢ with v = p? -~ (resp. v = pv), if the oracle O
succeeds with probability 5 € [0,1].

Proof. We distinguish the cases of Hermite SVP and ordinary SVP, where we
start with the latter. The output v of the oracle satisfies ||v|| < vA1(Ay). Hence,
we have

lpoll < vA1(pAR) = pyAc(Ar) < P*7Ai(A),

using A1(Ag) < pA1(A4) from Lemma 4.1(iii). We use pA; C A (Lemma 4.1(ii))
to show that pv € A, since v € Ai. So we conclude that pv is indeed a solution
to 4'-SVP on A with v = p? - 4.

For the Hermite case, the output v of the oracle satisfies ||v|| < ydetg(Ay)"/"™ =
ydetg(A)Y™ by Lemma 4.1(i), and pv € pAy, C A. Hence, ||pv| < pydetg(A)Y/"
is a solution to v'-HSVP for v/ = pr. O

4.2 Hermite CVP

Definition 4.8 (v-HCVP). The y-approzimate Hermite Closest Vector Problem
is the problem that, given an n-dimensional input lattice A and a target t €
span(A), asks to find a vector v € A that satisfies |Jv — t|| < ydetg(A)*/™.

Reduction algorithm from 7-HCVP to v-acHCVPY

— Ag = A, target t.

— Ay, p W(A07E)

— V< (O)v—ac—HCVPg (Ak7 t/p)
— Return p - v.

Lemma 4.9. The above reduction algorithm solves ~'-HCVP with probability
B — e with ' = py, if the oracle O.,_,.ycvpe succeeds with probability 5 € [0,1].

Proof. The output v of the oracle satisfies |[v — t/p|| < ydetg(Ax)'/™. Hence
[pv —t|| < pydetg(Ag)'/™ = pydetg(A)'/™ by Lemma 4.1(i), while pv € pA;, C A
by Lemma 4.1(ii), so that p-v € A is a solution to v'-HCVP for 4" = pr. O

Remark 4.10. We do not obtain a reduction for approximate CVP relative to
dist(t, A), as we either cannot always map our solution back or we lose the bound
on the distance. For example, mapping ¢ — =2 for some z € A, and returning
py + z, always maps a solution back, but the quality is then measured relative
to dist(t, z + pAy) > dist(t, A), for which we have no better bound than the
covering radius of pA;. Mapping t — pt instead does preserve the promise, as
dist(pt, A) < pdist(t, A) by Lemma 4.1(iv), but a solution w € Ay only satisfies
w/p € %Ak ¢ A. This problem disappears as soon as the solution is unique,
which is the regime of Lemma 4.12.
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4.3 Bounded Distance Decoding

Definition 4.11 (a-BDD). Let o € (0,1/2). The a-Bounded Distance Decoding
problem is the problem that, given an input lattice A and a target t € span(A)
with the promise that dist(t, A) < ari(A), asks to find the (unique) v € A with
v — ]| < ari(4).

Reduction algorithm from o/-BDD to a-acBDDY

— Ag = A, target t.

- Ak7p «— W<A07€)

- W< ®a—acBDDg (Akvp . t)
— Return w/p.

Lemma 4.12. Let A be a lattice with special genus G. The above reduction
algorithm efficiently solves o/ -BDD on A with probability 8 — ¢ with o/ = a/p?,
if the oracle O, _,.gppe succeeds with probability 5 € [0,1].

Proof. Let v € A be the solution of the o/-BDD instance, so ||v — t]| < /A1 (A).
Since pA C Ay we have pv € Ay, and ||pv — pt|| < pa’ A1 (A) < p?a’ i (Ay) =
a1 (Ag), using A\ (A4) < pA1(Ag) from Lemma 4.1(iii). So (Ag,pt) is a valid a-
BDD instance, and as a < 1/2 its solution is unique, so a correct oracle output is
w = pv. We conclude that w/p = v € A is a solution to the original instance. [

4.4 Distinguishing BDD

We now consider a distinguishing version ABDD of the Bounded Distance
Decoding problem which can be seen as a natural analogue of decision-LWE. In
Section 5 we will demonstrate how the IND-CPA security of a simple KEM can
be reduced to a ALIP and ABDD problem.

Definition 4.13 (0-ABDD). Let o > 0. The o-Distinguishing BDD problem is
the problem that, given an input lattice A and a sample t € span(A)/A, asks to
distinguish between the cases t < N, mod A and t < U(span(A)/A), where N,
denotes the continuous Gaussian of width o on span(A).

Reduction algorithm from o-ABDD to po-acABDDY

— Ag = A, sample t.
- Ak7p — W(A(),&‘)
— Return Q,,_,.apppe (Ak,p - t mod Ayg).

Lemma 4.14. The above reduction algorithm solves o-ABDD with advantage
B — ¢, if the oracle Q,,_,.anpppe has advantage (3.

Proof. Tt suffices to show that both cases are mapped exactly to the corresponding
case for Ay. If t = e + £ with ¢ < N, and ¢ € A, then pt = pe + pf with
pl € pA C A, so pt = pe mod Ay, with pe < Np,. If t < U(span(A)/A),
then pt < U(span(A)/pA). Moreover, reducing modulo A D pA is a surjective
homomorphism, so pt mod A, is uniform on span(A)/Ag. Since the walk is
independent of ¢, the advantage transfers up to the statistical distance ¢ of [A)]

to H(G). O
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Remark 4.15. The gap variant of BDD does not follow from such a reduction.
The ‘close’ case is preserved as in the BDD reduction above, but we cannot
give any guarantees on the ‘far’ case, which after multiplication by p could be
arbitrarily close to the neighbouring lattice Ay.

Remark 4.16. We stated the ABDD problem with a target living in the con-
tinuous ambient space span(A). We can also adapt the reduction to a discrete
ambient space like é/l for an integer Q > 1, with ¢ € é/l/ A, discrete Gaussian
€ITOr € 4— Ng(é/l), uniform case ¢ + U(%A/A), and the average-case problem

stated over é/lk, provided that

1. p is sampled coprime to Q detg(A)? in Algorithm 2, and
2. the reduction calls the oracle on pt + f mod Ay for a fresh f + Ns(é/lk)
with s > &ns(4).

It then reduces o-ABDD to o’-acABDDY with ¢/ = \/p202 + s2, at the cost of
an additional O(9) loss in the advantage. In particular, for Q > ns(A)/o one can
take s = po and ¢’ = V2 po.

4.5 Dense Submodule Problem (DSP)

Definition 4.17 (y-DSP). The y-approzimate Dense Submodule Problem is the
problem that, given an n-dimensional’ input module lattice A and submodule rank
¢ e {1,...,r}, asks to find a rank-£ submodule M satisfying detg(M)/(4) <
’}/det@(/l)l/n.

Reduction algorithm from 7/-DSP to y-acDSPY

— Ag = A, submodule rank /.
- Ak7p <~ W(A07€)

- M+ @'yfacDSPg (Ak?g)

— Return p- M.

Lemma 4.18. The above reduction algorithm solves v'-DSP with probability
B — e with v" = py, if the oracle O, _,.pspe succeeds with probability 5 € [0, 1].

Proof. The output M of the oracle is a rank-¢ submodule of Ay satisfying
detg (M) (@) < ydetg(Ax)Y/™ = ydetg(A)'/™, using Lemma 4.1(i). Since pAj, C
A (Lemma 4.1(ii)) the scaled module pM is a rank-¢ submodule of A, and
detq(pM)'/ (40 = pdeto (M) (@) < pydetg(A)'/™, so it is a solution to 7/-DSP
for o' = pr. O

Remark 4.19. Alternatively we can measure the density of a rank-¢ submodule
M algebraically by N(M) dof N K /g(det M )1/ 2. However this gives nothing new:
since detg(M)? = |Ag|*N(M)?, the algebraic variant of DSP coincides with

DSP. As a special case £ = 1, we obtain a reduction relative to the algebraic first

minimum: A\ (A) 4 min, N(I)'/4 over rank-1 submodules I C A, which loses a
factor p?, exactly as for SVP versus HSVP.

" The module lattice A has rank r over a degree d number field, so that n = rd.
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4.6 Discrete Gaussian Sampling

We conclude with Discrete Gaussian Sampling, the standard sampling primitive
underlying many worst-case to average-case reductions. We state it, as is common,
for an arbitrary coset ¢ + A; the case ¢ = 0 is the usual problem of sampling
N5 (A) itself.

Definition 4.20 ((¢,0)-DGS). Let € € (0,1] and o > 0. The (e,0)-Discrete
Gaussian Sampling problem is the problem that, given an input lattice A and a
coset representative ¢ € span(A), asks to output a sample from a distribution that
is e-close to Ny(c + A) in statistical distance.

Reduction algorithm from (e;,0;)-DGS to (e, 0g)-acDGSY

— Ag = A, coset representative c.
- Ak7p — W<A07€)

— Sample z < A/pAj uniformly

-y (O)(eo’do)facDGSg (Ak?a C;Z)

— Return p - y.

The reduction is an instance of the general fact that a sampler on a full-rank
sublattice A’ C A induces one on A above 7s(A’), applied to A’ = pAy.

Lemma 4.21. Let § € (0,1) and o1 = poy with oy = ns(Ar), for which o1 >
p?ns(A) is sufficient. The above reduction algorithm solves (e1,01)-DGS with
€1 = €0 + &+ 20, if the oracle O, »y)—acnise solves (eo, 09)-acDGSY.

Proof. By Lemma 4.1(i),(ii) the lattice pA; C A is a sublattice of index [A :
pAg] = p™, so a uniform z € A/pA; can be sampled from bases of A and Ay. The
sufficiency of the condition on oy is Lemma 4.1(v). Since the walk is independent
of ¢, it is enough to show that for a fixed A; the algorithm outputs a sample
within statistical distance e+ 26 of N, (c+ A). The additional € is the statistical
distance of [A] to H(G). Now consider the partition into cosets of pAy:

c+ A= |_| (c+ z + pAg).
2EA/pAy

Sampling = < N, (c+ A) is the same as first picking the coset z with probability
proportional to Ny, (¢ + z + pAg) and then sampling x < N, (¢ + z + pAyg).
As 01 = pns(Ag) = ns(pAr), Lemma 2.14 shows that the first step is within
statistical distance 2§ of the uniform choice made by the algorithm. For the
second step, note that x — xz/p is a bijection from ¢ + z + pAj, onto CJFTZ + Ag

. 2 2
with exp(— [|z[|" /oF) = exp(—7 [|z/p|" /0F), so

Noy(c+ 2+ pAp) =p- Ny, (C%Z + Ak)
as distributions, the latter being exactly what the oracle is called on, up to €.

Finally p-y € ¢+ z 4+ pAr C ¢+ A, so the output always lies in the correct
coset. U

25



Remark 4.22. The loss is only a factor p on the width o. Relative to the smoothing
parameter it is p?, as the hypothesis og > 1s(Ay) is only guaranteed by o1 >

p*ns(A).

Remark 4.23. The same random shift gives a reduction for CVP with a uniformly
random target, the problem underlying the security of GPV-style hash-and-sign
signatures, where a forgery is a lattice vector close to the hash of a message: given
A and t < U(span(A)/A), find v € A with ||v — t|| < ydetg(A)'/™. Calling the
oracle on =2 and returning py + z € z + pAy C A loses a factor 7/ = pv, exactly
as for v—HéJVP. Just as for ABDD, one can also directly consider a reduction for
the discretized version of this problem, but without any smoothing constraint on
the modulus Q > 2.

5 Applications

We now make formal the two-assumption security reduction sketched in the
introduction, which replaces the ad-hoc dense-sublattice instantiation of current
LIP-based schemes [DvW22, BGPSD23, BZIT24, ARLW24, BMM25, BLSD26| by
the two independent steps proposed informally in [LRvW25]: (1) the lattice used
by the scheme is hard to distinguish from a random lattice of its genus, and
(2) the underlying lattice problem is hard for a random lattice of that genus.
The first is the state-of-the-art assumption that the (spinor/special) genus is the
strongest efficiently computable invariant, while the second is exactly what the
reductions of Section 4 turn into worst-case hardness.

We make this explicit for a minimal key encapsulation mechanism Iy, a
variant of the KEM of [DvW22] in which the lossy dense-sublattice instance is
replaced by a random lattice of the genus, and the randomness extractor by a
residue modulo tA. Throughout, Ay is a Ok-lattice of rank r over a number field
K of degree d, and we write n = rd and G = sgen(Ap).

Definition 5.1 (s-acALIP#9). Let s > 0. The problem s-acALIP9 asks,
given a lattice A, to distinguish between A < Dy([Ag]) and A < Ds(H(G)).®

This is the analogue of the problem ac-ALIP; of [DvW22, Thm. 5.2|, with the
lossy class there replaced by a random class of the genus. We work in the regime
s > 2" maxeg A\n(A)?, in which Dy is an average-case class distribution for every
class of G (Definition 2.15 and Remark 2.16) and the problem is equivalent to its
worst-case variant (cf. [DvW22, Lem. 3.9, 3.12]): by Definition 2.15(ii) one can
sample D; of a class from any of its representatives, so only the class matters.
The second assumption is precisely the problem o’-acABDDY of Section 4 in

8 Note that Ag € G, so the two cases overlap; the problem can only be hard if the class
[Ao] has negligible mass in G.

9 Note that in our wc-ac reduction any sampled lattice A € G satisfies An(A) <
p - An([Ao]) by construction. Alternatively this can be replaced by concentration
bounds such as from [vW24].

26



its discrete form (Remark 4.16) with ambient space é/l: given A <+ D(H(G)),
distinguish /\/‘Uf(é/l) mod A from L{(&A/A).

The scheme IIj. In contrast to [DvW22], we state the scheme here in its lattice
version instead of in terms of quadratic forms to follow the notation in the rest of
this work: the public key is the lattice A itself in the representation output by Dy,
and Encaps is efficient by Definition 2.15(iii); nothing in the statements depends
on the choice of representation. For an efficient instantiation one preferably
uses integral quadratic forms as in [DvW22]. Fix an integral lattice Ag with an
efficient decoder Decode(Ay, -) of radius p < A1(Ap)/2, a key modulus ¢ > 2, and
a parameter s > 2" maxeg A\, (4), and set

o s/t 4)/n, Q¥ [ova/pl +1, o Eo/(Qu),
where @ is adjusted so that ged(Q,t) = 1.

— KeyGen. Sample A < D,([Ao]) together with the isometry O € U(V) with

OA = Agy; output pk def A and sk def 0.

— Encaps(A). Sample x* < N, (A) and output the ciphertext c Lef x*/@Q mod

Ae é/l//l together with the key & 4f o mod ¢4 € AJtA.

— Decaps(O,¢). Lift c to Z € %A, compute w &f Decode(Ag, OZ) and z* def

Q(¥ — O~lw) € A, and output z* mod tA.

Lemma 5.2 (Correctness). P[Decaps(O,c) # k] < (300n + 1)27" over the
randomness of KeyGen and Encaps.

Proof. By Definition 2.15(iii) and Lemma 2.13, except with probability (300n +
1)27™ Encaps samples exactly from N, (A) and we have ||z*|| < o0v/n < Qp. Any
lift Z of ¢ satisfies £ = 2*/Q + z with z € A and ||z*/Q|| < p < A1(A4)/2, so z is
the unique lattice point within distance p of . As O is an isometry from A onto
A the decoder returns w = Oz, hence z* = Q(Z — z) is recovered exactly, and
so is k. O

Since ged(Q, t) = 1, the Chinese remainder theorem gives A/QtA = A/QAXx A/tA,
so the pair (¢, k) is nothing but the single point z*/(Qt) mod A of &A/A, and
both directions of this correspondence are computable from A alone. In other
words, the statement that the key is pseudorandom given the ciphertext is the
problem ¢’-acABDDY.

Theorem 5.3. Write Adv®*(A) ief |P[A(pk, c, k) = 1] — P[A(pk, c,u) = 1]| for
u <+ U(AJtA). For every PPT adversary A against the IND-CPA security of Il
there are PPT distinguishers By, By against s-acALIPAY and o'-acABDDY, of
essentially the same running time, with

AdvP(A) < 2AdvAHT(By) + 2 AdvAPPP(By) + 60027
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Proof. Replacing A < D,([Ag]) by A + Dy(H(G)) costs Adv™F (B;) in each
of the two probability terms, so we may assume A <+ D (H(G)); we must then
bound the distance between (A, ¢, k) and (4, ¢, w). By Definition 2.15(iii), except
with probability 300n 2~™ Encaps samples exactly from N, (A); replacing Encaps
by this ideal distribution in both tuples costs 6007 2~" in total. On input a
lattice A; and a sample y € é/ll//ll, the distinguisher By samples A < Dy ([A41])
itself together with an isometry A; — A (Definition 2.15(ii)), maps y to &/1//17
splits it by the above correspondence into a pair (¢, k), and runs A on (4, ¢, k).
For y + Ng/(&/ll) mod A; this is exactly the ideal distribution above; for y
uniform both components are uniform and independent. Hence (4, ¢, k) is within
AdvABPP(By) of (A, uy,u) with uy uniform. Projecting &A/A onto %A/A maps
both cases of o’-acABDDY to the corresponding cases of Z-acABDDY, so the
latter is at least as hard, and appending an independent uniform u shows that
(A, u1,u) is within a further Adv2BPP(B,) of (A, ¢, u). O

Remark 5.4. The theorem only asserts that k is pseudorandom given c, which
is all that IND-CPA requires. In our regime the key is in addition statisti-
cally close to uniform on A/tA = (Z/tZ)™ for any t = poly(n): since n.(A4) <
An(A)y/In(2n(1 + 1/€))/m [MRO7, Lem. 3.3], we have o > tn.(A) = n.(tA) al-
ready for e = 27", so all coset masses N, (v + tA) agree up to a factor %'_"z by
Lemma 2.14 and k is within 2¢ of uniform.

Corollary 5.5. Suppose that in Algorithm 2 the prime p is additionally sampled
coprime to Qt. Then the IND-CPA security of ITy follows from s-acALIPA9

together with the worst-case hardness of ﬂ;Qt -ABDD on every lattice of G, up

to an additional loss of O(8) + 2e +600n2~" with § = 2~" and € the statistical
distance of Theorem 3.9.

Proof. Apply the reduction of Remark 4.16 with ambient space &A and worst-

case parameter m, so that the average-case parameter is v/2p - ﬂ(; or = o’

Its conditions hold: p is coprime to Qt detg(A)?, and the flooding condition o >
V2pns(A) is met for every A € G as 0 > 2"\, (A)\/nIn(2n + 4) /7 while ns(A) <
An(A)y/In(2n(1 +1/68)) /7 [MRO7, Lem. 3.3] and p = poly(n). Combining with
Theorem 5.3 gives the claim. O

Remark 5.6. The exponentially large s is chosen so that both assumptions match
the problems of Section 4 exactly. It makes @, and with it the ciphertext co-
efficients, exponentially large as well, so Il is a theoretical (polynomial-time)
example rather than a practical scheme. The worst-case problem of Corollary 5.5
is unaffected by this: since oy/n/p < Q < 20+/n/p, its parameter satisfies

ﬂZQt = Q(ﬁ) independently of s and (). In particular, by Lemma 2.13 the

worst-case error has norm within a poly(n) factor O(pt) of the decoding radius p.
The exponential parameters only enlarge the ambient space é/l /A. A polynomial

s, and hence @ = poly(n), is possible by tracking the distribution Dy through
the reductions and Kneser neighbouring steps as in [DvW22]. The assumptions
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and problem statements are then stated relative to Dy and one should expect a
factor p = poly(n) loss on s in the worst-case to average-case reductions.
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A  Number-theoretic Preliminaries

We recall here, for completeness, the standard facts on number fields, CM
extensions, ideals and completions that are summarized in Section 2.1. We refer
to [NS13] for proofs.

A number field K is a finite extension of the field Q of rational numbers. In

other words, it is of the form K %' Q[X]/(P) where P € Q[X] is an irreducible

polynomial. The degree d = [K : Q] of the extension is by definition the dimension
of K as a Q-vector space, and is equal to the degree of the polynomial P defining
the extension. A number field K of degree d has exactly d complex embeddings
0;: K — C. Any embedding whose image is included in R is called a real
embedding; otherwise it is called a complex embedding. When all the complex
embeddings of a number field K have their image in R, the field K is called
totally real. Conversely, if K has no real embeddings, it is called totally complex.
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Similarly, an element a € K is called totally real if o(a) € R for every complex
embedding o of K. Moreover, it is called totally positive if all its embeddings are
real and positive. For an element a € K, we define its trace and norm as

Tr(a) = Z o(a), and N(a) e H ol(a).

o: K—C o: K—C

They are always rational numbers. For a number field K, we denote by Ok its
ring of integers, i.e. , the integral closure of Z in K. It is a free Z-module of rank

d.

CM fields and Cyclotomic Extensions A number field K is a CM field'” if K
is totally complex, and there is a subfield F' which is totally real and such that
K = F(y/a) for some totally negative a € F, where /a denotes any of the
complex roots of X2 — a. When F needs to be made explicit, we also say that
K/F is a CM extension. An important property of CM extensions is that complex
conjugation induces a non-trivial automorphism 7 of K = F(y/a) which acts
by fixing F' and sending \/a to the other root —y/a. More precisely, for every
complex embedding ¢ of K, and for every z € K, we have o(z) = o(7(z)).
For that reason, 7 is also called complex conjugation of K, and we will use the
notation T to denote 7(z).

Important examples of CM fields are the cyclotomic fields K = Q(¢,,) obtained
by adjoining to Q a primitive m-th root of unity. The maximal totally real subfield
of such a field is F' = Q({m + Cm) = Q(Gm + ¢00)-

Ideals and Splitting Behaviour An integral ideal p of K is by definition an ideal
of the ring Ok, i.e. , an additive subgroup of Ok such that for every x € Ok
we have zp C p. An additive subgroup a # {0} of K is a fractional ideal of K if
there exists a non-zero element z € K* such that za is an integral ideal. When a

is a fractional ideal of a CM field K, the set @ < {Z | z € a} is also a fractional
ideal of K called its complex conjugate.

When a and b are two fractional ideals of K, the product ab is the fractional
ideal of K generated by the products xy for € a and y € b. We say that b
divides a when a C b, which is equivalent to the existence of an integral ideal
¢ such that a = be. An integral ideal p is said to be prime whenever zy € p
implies z € p or y € p. Equivalently, an integral ideal is prime when O /p is an
integral domain. Furthermore, p is said to be maximal when O /p is even a field.
When p is a prime ideal of O, there is a unique prime number p € Z such that
pNZ = pZ. In this case, we say that p is the prime below p, and the residue field
Ok /p is a finite extension F,; of IF,,. For any nonzero integral ideal a C Ok, its

norm is defined as N (a) f |Ok /a]. When a is a prime ideal, its norm is a prime
power.

When K is a number field, its ring of integers O is a Dedekind domain. In
particular, the nonzero prime ideals of O are exactly the maximal ideals, and

10 CM stands for complex multiplication.
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the quotients Ok /p are finite fields. Furthermore, every integral ideal admits a
factorization as a product of prime ideals.

When K/F is CM, let ¢ C Op be a prime ideal of F. We say that ¢ splits
in K when the ideal qOy factorizes as qOx = pp where p # p is a prime ideal
of Ok. In this case, the fields Ok /p, Ok /p and Op/q are all isomorphic to the
same finite field IF;. The characteristic of IF, is the unique prime below q. When
g remains prime in Ok, then q is said to be inert and Ok /q is isomorphic to F
where F, = Or/q. Finally, we say that q ramifies in K when qOx = p? for some
prime ideal p of Og. Only finitely many prime ideals of F' ramify.

Completion of CM fields Let K/F be a CM extension, and let q be a prime ideal
of F. For any nonzero x € F, the subgroup zOp is a fractional ideal of F' and
there exists a € Z such that q® divides (z) but q**! does not, which is denoted
by vq(x). More specifically the g-valuation of F' is the map vq: F' — Z U {o0}
defined by v4(0) = oo and vq(z) = max{a € Z | xOr C q*} when x # 0. It
is well-known that v, defines an absolute value on F' and we denote by Fy the
completion of F' with respect to that absolute value. The valuation map v4

extends canonically to Fy and its valuation ring is Op 4 def {z € Fy | vq(z) > 0}.
It is a local Dedekind domain which contains O, with unique prime ideal

qO0F, & {z € Fy | vq(z) > 0}, which we will also denote by g. This ideal is
principal, and a generator @ is called a uniformizer of Fy. It holds that every

fractional ideal of Fy is a power of q and in particular is also principal.

For a prime ideal q of F', we denote by K| e g ®F Fy. Complex conjugation

on K extends naturally to K by k ® f — k ® f. Assume that q = pp splits
in K. In this case, the completions K, and Ky are both field extensions of
degree 1 of Fy, i.e. both are isomorphic to F;, which induces a ring isomorphism
Ky~ Fyx Fq,k® f v (kf,kf). In particular, complex conjugation simply acts
on K, by exchanging the factors.

B Equidistribution

B.1 Random Walk over a Special Genus

Our worst-case to average-case reductions will follow a similar path as prior
works such as [{BDPMW20,PW24, dBPTW26]. More precisely, the average-case
distribution for the problems we consider is the mass distribution mx over the
special genus X of an input lattice A. Starting from a fixed lattice A € X, we
look for a random related lattice A’ which should be easily computable from A
and such that an answer to some lattice problem over A’ can be transported back
to an answer to the problem for A with small loss in quality. Our goal is to find
such a random-walk procedure which converges towards the mass distribution
TX.

From now on, we fix a lattice A and a prime ideal q = pp of Op which splits
in K. Let X be the special genus of A, and let X; be the common special genus
of all p-neighbours of lattices in Xg. Recall from Section 3.1 that each lattice
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T
-1
in Xo has Dy = qil such neighbours. In order to analyze how this random

process modifies an input distribution, we formalize it as an operator acting
on probability distributions over X;, or more generally on the space L?(X;) of
complex-valued functions on X; equipped with the inner-product

(fo)m N mila) fl@)g(a),

rzeX;

where m; = mx, is the mass distribution on the special genus X; from Section 2.4.

Let ny(z,y) be the number of local p-neighbour choices from a representative
of x € Xy whose endpoint lies in the class y € X;. Define similarly ng(y,z).
These numbers are independent of the chosen representatives and

Y mplwy) =Dy = Y ny(y,). (4)

yeX1 zeXo

Consider the operator U, : L?(X1) — L?(Xo) defined for each f € L?(X;) by

(Upf) *—anxy (y), forxze Xy.
T yex,

This operator averages over all p-neighbours. Consider as well the operator
Up: L*(Xo) — L*(X;) corresponding to the p-step, and defined analogously:

(Usf)(y —any, (), forye X;.
$€X0
Finally, let P, &f UpUs: L*(Xo) — L*(Xo) be the operator representing a
complete round of the paired random walk. It can be interpreted as follows. If
f € L?(Xy) denotes a probability density function, then it is readily seen that
P, f is again a probability density function, which corresponds to sampling a
lattice with density f and applying one round of the (p,p)-random walk. More
generally, if v € N is a non-zero integer, P f denotes the probability density
function of the endpoint of the walk after v steps.
The following lemma shows that U, and Uy are adjoint to each other.

Lemma B.1. Let q = pp be a prime ideal of Op which splits in K. For x € X,
andy € Xy,
np(z,y) _ np(y, @)

[Aut(Az)]  |Aut(4,)|

In particular,
Mass(Xo) = Mass(X7), and Us=U,.

Proof. Fix lattice representatives A, and A, of the isometry classes + € Xy and
y € Xi. Let A, ,, be the set of pairs (M, o) such that M is a p-neighbour of 4,
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in the class y; and o € U(V) is an isometry which satisfies cM = A,,. For each
such M, there are |Aut(A,)| choices for . Therefore,

[ Az, y| = np (2, y)|Aut(4y)].

Similarly, let B, , be the set of pairs (N, 7) such that N is a p-neighbour of A,
in the class z and 7N = A,. Then,

By.o| = nz(y, z)|Aut(A,)].
By definition of p-neighbours, for (M,o) € A, we have
M/(MAA)~ Ok fp,  and A, /(MO A)~ Ok [
Moreover, ¢ induces isomorphisms
M/(MNA)~oM/(cMNoA,)

and
A /(MNA) ~0cA,/(cMNoAy).

Hence,
Ay/(AyNoAy) ~Ok/p, and oA;/(AyNod;) ~Ok/p

i.e. oA, is a p-neighbour of A, in the isometry class x. Consequently, the map

Ary — By«
(M,0) — (0Agz,071)

is well defined, and is bijective. Its inverse is (N, 7) ~— (74,,77'). Therefore,
ny (2, y)|Aut(Ay)| = np(y, )| Aut(A;)| or equivalently,
Ty (IB, y) nﬁ(?ﬁ l‘)

[Aut(Az)]  |Aut(4,)]

The end of the proof follows by summing over z € Xy and y € X; and
using (4). O

As a consequence of Lemma B.1, the walk-operator Py is self-adjoint and
positive semidefinite on L?(Xy). Standard results on random walks on finite
sets imply that my is a stationary measure for the random walk defined by
P, (see for example [CST08, Chapter 1|; strong approximation implies that
this stationary measure is unique, see below). Moreover, the decomposition
L3(Xy) = C1 @ L3(X,) where

L3(Xo) ¥ (c1)t = {h € L*(Xo) | Y mo(z)h(x) = 0} ,

zeXo

is a P;-stable orthogonal decomposition, such that P; acts as the identity on
C1. In order to get a quantitative convergence rate of the walk defined by
Py, it remains to bound the norm of Py on L3(Xy). More precisely, we can
reformulate [CST08, Corollary 1.9.4] in our setting.
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Proposition B.2. Assume that || Pq|p2(x,)|l < p for some 0 < p < 1. Then for
every probability distribution p on Xg, and every v € N,

L

1
A(Pc’r/j,’ﬂ'()) < 7p’/ o

2

2,70

In particular, if @ = §, denotes the Dirac distribution centered at any isometry
class x € Xq, we get

A(Py 0y, m0) < %p” mo(z)~t—1= %p”\/|Aut(Ax)|Mass(Xo) -1

Proof. Let h & Observe that h—1 € L3(Xp). Therefore, the Cauchy—Schwarz
0
inequality yields

2A(Py p,mo) = Z mo(2)| Py (h — 1) ()|
z€Xo
<P (h =) < p”[[h —1].

If 4 = J,, a simple computation shows that ||h — 1]|? = mo(z)~1 — 1. O

The goal of the following section will be to get an explicit bound p.

The (p,p)-random walk produces global lattices in the same Hermitian space.
Recall from Lemma 3.2 that a lattice A and the lattice M obtained after one
half-step of the walk are locally equal at every prime of F' except at q. More
precisely, each half-step U, only modifies the completion at g. However, the
p-neighbour step sends classes in the special genus X of A to classes in a single
special genus X7, while the reverse p-step sends classes in X; back to Xj.

The goal of this section is to realize the corresponding operator U, on a
larger Hilbert space on which number-theoretic estimates are available. We
construct a finite class set X; containing both special genera X, and X, and
an operator T}, on L?*(X;) which realizes U,. The operator T}, is known as
the normalized Hecke operator associated with the local p-neighbour. These
operators are well studied in the literature and many estimates are known. Hecke
operators have recently gained significant interest in several other cryptographic
reductions [{BDPMW20, PW24, dBPTW26].

B.2 Local Description of p-Neighbours

In this section, we follow the description of [GV14]. Let V' be a Hermitian space
of dimension r > 2 and let A C V be a lattice in V. Let q = pp be a prime of
F which splits in K with p {2 and p { det(A). Let F,; be the completion of F' at
g and let @w be a uniformizer. Recall from Lemma 2.3 that the unitary groups
identify with groups of invertible matrices over Fj:

U(Vy) ~ GL,(F,)
SU(Vy) ~ SL,(Fy)
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Let M be a p-neighbour of A. After completion at q = pp, write

By definition,
AJ(ANM)~Ok/p

and therefore looking only at the component at p we have
(A/(ANM)), = 0.
In particular, A, = (AN M), C M,. On the other hand,
(M/(ANM)), ~ Opq/w.
In other words, the neighbour conditions imply
Ay C M, Cw 'y,  My/Ay =~ Opgq/(w).

Following [GV14, Section 4], the theory of elementary divisors therefore shows
that every matrix taking A, to M, belongs to

w10 -0
0 1 Dq
GL.(Orq) | . S GL,(OF,) = I_IhJGLr(OF,q) (5)
: . —
0 0 1 ’

def

=ayp

where (h;) form a set of coset-representatives. Conversely, [GV14]| shows that
every p-neighbour can be locally described by cosets of a,. More precisely, we
may attach a global lattice to any local isometry in the following way.

Definition B.3. Let A be a fized reference lattice, and let g € U(Vy) be a local
isometry. We associate to g the unique (global) lattice A(g) defined by

A(g)e = Ay¢ for t #q, and A(g)q = gAq.
In particular, A(g) may differ from A only at q, and is locally isometric to A.

With this definition, we can state the main proposition relating global p-
neighbours of A to the local matrices ay.

Proposition B.4 (Adapted from [GV14, Proposition 5.6 and Eq. (14)]).

Let g i GL,(OF,q) and let a, = diag(w™',1,...,1) be as above. Write
Kqapkq = R,
Then, the map
hyKq = Alhy)

is a bijection between the set of (global) p-neighbours of A, and the coset-
representatives in Kqapkq.
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B.3 Hecke Operators

Fix a lattice A C V. Let q = pp be a prime of F' which splits in K. In the previous
section we showed how we may associate a specific coset of a local isometry to
any p-neighbour. In this section we generalize this approach and will define a
larger double-quotient parametrizing all isometry classes of global lattices which
are reachable by iterating p-neighbours and p-neighbours. The corresponding
Hecke operator will then be a generalization of the half-step walk operators U,
and Uy.
def

Let g = GL,(Opq) be the stabilizer of Ay under the action of U(Vy) so
that two local isometries which differ by the right multiplication of an element in
K4 define the same global lattice. Finally, let

I, def {y e U(V): vA¢ = A, for every prime t # q}

be the group of global isometries which preserve A locally away from gq. By
completion at q, it can be identified with a subgroup of U(V;). In particular, I

acts on the latter by left multiplication ~ - g def Yq9-
We consider the double-coset set corresponding to both actions on the left

and on the right:
def

Xg = T \U(Vg)/Kq.
More precisely, two local isometries g, ¢’ € U(Vj) represent the same class in &
when ¢’ = 49k for some v € I'; and k € K.
By the following proposition, X parametrizes the (global) isometry classes of
lattices of the form A(g) equal to A away from g and locally isometric to A.

Proposition B.5. The map
IagKq = [Ag)]

is a bijection from Xy onto the set of isometry classes admitting a representative
which equals A locally away from q and is locally isometric to A at q. In particular,
Xy is finite.

Proof. Let g € U(Vy). Right multiplication by KCq does not change gA4. On
the other hand, if v € Iy, then A(vg) = vA(g), so left multiplication induces
(globally) isometric lattices.

Conversely, let g, ¢' € U(V,) and suppose a global isometry v maps A(g) to
A(g"). Away from ¢, both lattices are equal to A and therefore v must belong to
Iy. At q, we have the following equality

'VqQAq = glAq

which implies g’ *y49 € Kq. Hence, g and g’ belong to the same double-coset.
Finiteness comes from the fact that (the image of) &; is contained in the
genus of A. O
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We next relate this double-quotient to the finite set carrying our random
walk. We will follow the description of [Kirl6, Section 5].

Definition B.6 ( [Kir16, Definition 5.2.6]). We denote by N'(A,p) the set
of lattices M for which there exist a global isometry o € U(V') and a sequence of

lattices
A= /10,/117...,/15 :O'(M),

such that A; is a p-neighbour of A;_1 for every 1 < i < s.
Proposition B.7 ( [Kirl6, Proposition 5.2.7]). The set N'(A,p) coincides
with

{M € gen(A) | there exists M' € [M] such that A¢ = M{ for t # q}.

When taking isometry classes in Proposition B.7, this precisely coincides with
the lattice interpretation described in Proposition B.5. More specifically we have
the following corollary.

Corollary B.8. X; is the set of isometry classes of lattices reachable from any
lattice in [A] by applying p-neighbours iteratively.

The space of complex-valued functions on X comes equipped with the action
of specific averaging operators related to p-neighbours and known as Hecke
operators. Indeed, recall the local correspondence between p-neighbours and local

isometries from Proposition B.4; with a; def diag(ew~1,1,...,1) as earlier, write
the decomposition
Dq
KqapKq = |_| hiKq,
j=1

where Iy = GL,(Opq). Then, for every complex-valued function f on Xy, define
the operator T}, as
1 &
def
(T f)(Laglq) = R > F(TaghiKy). (6)

q j=1

It is readily seen that this definition does not depend on the choice of represen-
tative for the different cosets involved. Hence, T}, is well-defined. Furthermore,
under the lattice interpretation of A and Proposition B.4, it can be seen as an
averaging operator over p-neighbours.

Proposition B.9. For every complex-valued function f on Xy and every [M] =
[A(g)] € Xy,

@A) = 5= 3 F(V)),

9 Nep M

where the sum ranges over all lattices N which are p-neighbours of M, and
isometric neighbours are counted with multiplicities.
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It remains to show that this provides a suitable ambient space to analyze
our random walk. More precisely, we will identify the special genus X of our
starting lattice A, and the common special genus X; of each of its p-neighbours,
as contained in A;. This stems from an important result in the theory of algebraic
groups known as strong approximation, which is due to Shimura in the case
of SU(V') [Shi64]. We refer the reader to [Sch98, Section 2|, [GV14, Section 5]
and [Kirl6, Section 5.1] for precise statements. We only need a consequence of
this strong approximation theorem.

Proposition B.10 ( [Kirl6, Corollary 5.2.8]). Let A be a lattice in V, and
let q be a prime of F and p a prime of K above q. If dimp(V) > 3 and the local
space Vy is isotropic, then the entire special genus of A is reachable by a sequence
of p-neighbours.

Corollary B.11. Let X be the special genus of our initial lattice A, and let Xy
be the common special genus of any of its p-neighbours. Then XoU X; C Aj.

Proof. Our Hermitian space V has K-dimension r > 2, and therefore dimp (V) =
2r > 4 > 3. Moreover, since q = pp splits in K, the completion V; is isotropic
(see Remark 2.4). The above Proposition B.10 precisely implies that X, C ;. It
suffices to consider first a p-neighbour A; of A to get the inclusion X; C ;. O

Finally, we equip X, with the natural mass distribution. For each x € X}, let
A, be any lattice in the isometry class corresponding to x, and set

def |Aut(/1m)|71

def 1
M Xy) = —_— =
0T 2 a0 ()

This measure is compatible with the mass measures my and m; we put on the
special genera Xy and X;i. Let L2(Xq) be the corresponding space of complex-
valued functions on Aj;. With all the discussion in this section, it is now readily
seen that L?(Xy) and L?(X;) both embed isometrically in L?(X;) by extending
functions on X; by 0 outside of their domain. In particular, for every v € L?(X})
and w € L?(Xj), we have

(Upv, W)rxy = (Tpv, Wra, s
where we still denote by v, w their extensions by 0 to Xj. In particular,

Uy : L3(X1) — L3(Xo)|| = sup (Tyv, w)|. (7)
vEL3(X1),weL3(Xo)
lvll=1,]Jw]=1

B.4 Spectral Estimates

In order to bound the operator norm in (7), we will follow the route of [COUO1].
The final ingredient that we require will be an expression of T}, in terms of unitary
representations of U(Vy) ~ GL,.(Fy).
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Recall the definition

Iy def {y€eU(V): vA; = A, for every prime t # q},

and consider the set et
yq = Fq \ U(Vq)

of orbits of U(Vy) under left multiplication by I'y. Observe that Kq ~ GL,(OF,q)
is a compact-open subgroup of U(V;). Since Xj is finite, Yy is a finite union of
compact sets, and is therefore compact as well. Furthermore, since Kg is the
stabilizer of Aq, it follows that I'; N Kq = Aut(A) is finite. Therefore, there exists
an open neighbourhood W C K of 1 which avoids the finitely many nonidentity
elements. Then, W NI, =W nN(IyNKy) = {1} which exactly means that I is
a discrete subgroup of U(Vj).!!

Moreover, the group U(V;) is locally compact, and hence carries a Haar

measure. We denote by 14 the corresponding normalized Haar measure on Vg,

and let H, def 2 (Yq; 14q)- This Hilbert space naturally carries an action of U(Vy),

by right multiplication:

(a- 1)(709) < f(r9a),  a€UVy), f e L*Vy). ®)

Denote by p(a) the corresponding operator on #H,. Since pq is invariant by
translation, this action preserves the L? norm, in other words p is a unitary
representation of U(Vy).

Furthermore, observe that the functions on ); which are fixed by K, are
exactly the functions which descend to X;. In particular, under this identification,
the Hecke operator defined in (6) acts on KCy-invariant functions on Yy by

1 &
def
(Tof) = 5 > p(h)(f)- (9)
q j=1

Therefore, for any unit vectors v, w € ”H;C“,
1 &
(Tyv, w) = Do Z(P(hj)ﬂawf
q j=1
Furthermore, each h; is of the form h; = kja, with k; € Ky. Hence,

(p(hy)v,w) = (p(k;)plap)v,w) = (p(ap)v, p(kj Hw) = (p(ap)v, w),

where in the last equality we used the fact that p(kjfl) corresponds to right
multiplication by k;l € Ky, and w is Ky invariant. Taking the average yields

[(Tyv, w)| = [{p(ap)v, w)|. (10)

" With the terminology of [COUO01], I, is a lattice in U(V}), in the topological group
meaning. It is an example of an S-arithmetic group.
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In the literature on Hecke operators, these quantities are referred to as matriz
coefficients of the unitary representation p and are thoroughly studied in [Oh02].
However, there are two obstructions to applying the results in our setting. Indeed,
the bound requires p to not have any SL,(Fy)-invariant vectors. But more
importantly, it requires r > 3. We will therefore consider the two situations
separately.

B.4.1 Rank at least 3: Applying Oh’s local bound Assume r > 3.
The bound of [Oh02, Theorem 1.1] would precisely answer our problem. Before
stating it we will need to restrict to unitary representations which do not contain
SL, (Fy)-invariant vectors. However, the full representation on 4 does not satisfy
this hypothesis.

Define
’H?LT(F”') o {z € Hq: p(s)z = z for every s € SL,(Fy)}.
Kq SL,.(Fy) . . .
The space Hq* N Hyq may be interpreted as the set of functions which are

precisely constant on each special genus in A;;. Consider instead
1
2 % (W) e,

A simple computation shows that Z, is stable under the action of the Hecke
operator Ty, and the remark above shows that the spaces L3(X;) both embed in
Z4. Consequently, we obtain

10y L§(X1) = L§(Xo)[| < T3]z,
= sup  [{p(ap)v, w)| (11)
v, WEZy
lvll=1,]jw|=1

We are now ready to use the results from [Oh02].

Theorem B.12 (Adapted from [Oh02, Theorem 1.1]). Let r > 3, and let
p be a unitary representation of GL,(Fy) with no nonzero SL,(Fy)-invariant
vector. Let ¢ = Npq(q) be the absolute norm of q. If v,w are fized by GL,(OFq),
then fore € {—1,1},

. - - 2,/q
[(p(diag(w®, 1, ..., 1))v,w)| < Zq()|jv|[|w] = q\[ [[v]l{[]]-

The function =, is the rank-one Harish-Chandra function (see [Oh02] for
more details), defined for j > 0 by
.\ def 1 jlg—1)+(¢+1)
() = — :
Ve qg+1

We finally get the following bound on the operator norm of the p-neighbour
walk.

[1]
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Proposition B.13. Let K/F be a CM extension, r > 3, and let q be a prime
of F' which splits in K as q = pp. Denote by ¢ = Npq(q) = |Or/q| the absolute
norm of q. Assume that q does not divide det(A). Then,

2\/q
105 L) - L3CK] < 22

B.4.2 The Rank 2 Case When r = 2, no local bound like Theorem B.12 can
exist, so we must use global arguments. We derive the bound we need from known
results via an exceptional isomorphism (see also [Car86, §2.1 and §2.2| for a similar
argument) and the Jacquet—Langlands correspondence (see also [KV10, Section 7|
for a similar argument), reducing to Hecke operators on Hilbert modular cusp
forms.

To formulate these global arguments we need to introduce adelic language.
Let F = H’t Fi = F ®; Z denote the topological ring of finite adeles of F'. For
various algebraic groups G and compact open subgroups K C G(F), we will
consider the sets

X(G,K) = G(F)\G(F)/K.
The L? functions on X(G, K) admit an action of Hecke operators induced by the
double cosets of K.

Proposition B.14. Let K/F be a CM extension, r = 2, and let q be a prime
of F which splits in K as q = pp. Denote by ¢ = Npg(q) = |Or/q| the absolute
norm of q. Let p be the rational prime below q and assume that p { detg(A)?.
Then,
2\/q
I05: Z3(60) — LX)l < 22,

Proof. Let A=7® A.

By Chevalley’s theorem [Che51, Théoréme 1] on the congruence subgroup
problem for units, there exists an ideal 9 of Op coprime to p such that the
kernel O (M) of the map OF — (Op /M) satisfies O (N) C (OF)%

Let G, = U(V), let K; be the stabilizer of A in G, (F), and consider the genus
X(Gq1,Kq) of A.

Let G2 = GU(V), i.e.

Gz ={oc € GL(V) | 3\, {(o(x),0(y)) = Mz, y) for all z,y € V'}.
Let A\: G2 — G, denote the similitude factor morphism, so that G; = ker(A).
Let K be the stabilizer of A in Go(F'), and let Ko = ker(A: K£; — (Op/MN)*).
We have G; C Gy and K1 C Ko. We claim that the natural map
X((Grl, ’Cl) — X(GQ, ,CQ)

is injective. Indeed, if -,y € G1(F) have the same image in X' (Gs, K3), then there
exists v € Go(F) such that y = v mod Ko. This implies that A(v) = 1 mod N,
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and therefore A(y) = o? with o € OF, so that A\(y/a) = 1, i.e. v/ € G1(F)
where v/ = ~/a. Since G, (F) N aky C Ky, this proves that z,y have the same
image in X(Gq, K;), proving the claim.

We therefore have an injection L?(X(Gy,K1)) C L?(X(Ga,K2)) by extension
by 0, compatible with the action of the Hecke operators that stabilize the first
space.

We let G3 be the unit group of K as an algebraic group over F (i.e. Gz =

Resk/r(G)), and we introduce the algebraic group
Gy = {0 € GL(V) | (o(2),0(y)) = det(o){(z,y) for all x,y € V}.

We pave natural inclusions Gz C Gy and G4 C Go. For i = 3,4, let ; =
G;(F) N Ky. Multiplication induces a surjection

Gz x G4 — Gg;

this surjection also holds on points over any extension of F' (by Hilbert’s theo-
rem 90), so we get a surjection

X(Gg, ’Cg) X X(G4, ’C4) —» X(GQ, ICQ)
We therefore obtain an injection
L*(X(Gz2,K2)) — L*(X(Gs, K3))OL? (X (G, K1),

compatible with the Hecke action. Since Gs is a torus, the corresponding L2
space decomposes as a direct sum of Hecke eigenspaces corresponding to one-
dimensional characters, and the corresponding eigenvalues are roots of unity. So
we only need to examine the Hecke eigenvalues in the L? space of Gy.

There exists a quaternion algebra A over F' containing K, whose reduced
norm nrd is a Hermitian form such that (A, nrd) is isometric to (V, (, )). Since V'
is isotropic at q, the algebra A is not ramified at q. It is well-known that the
action by left multiplication of A* on A then induces an isomorphism ¢: G4 = G5,
where Gy is the unit group of A, so that

X(G4a IC4) = X(G57K5)7

where ICs = ¢(K4), and this bijection is compatible with the Hecke action.

By the Jacquet-Langlands correspondence [JL.70, Theorem 14.4, see also
Corollary 14.3], every Hecke eigenvalue system in L?(X(Gs,K5)) that does not
factor through the reduced norm is the same as one appearing in a corresponding
space of Hilbert modular cusp forms of parallel weight 2.

Therefore, by [Liv01, Theorem 0.1], every eigenvalue A of U, that is not a
root of unity satisfies the Ramanujan bound |\| < <21T\/§; here we use that pt Ap,
that the compact group K5 is maximal at every prime above p, and that the
algebra is unramified at every prime above p.

Finally, let X, X1,..., X,, be the special genera that can be reached by iterat-
ing p-neighbours. By strong approximation, every Uy-eigenfunction in @; L*(X;)
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with eigenvalue a root of unity is constant on each X;. Therefore, no eigen-
value of U, on @, LZ(X;) is a root of unity. As U, acts as a normal operator
on @, L3(X;) (Lemma B.1), its norm equals its spectral radius and the claimed
bound follows. O

B.5 The Equidistribution Theorem

We are now ready to wrap up everything and give an explicit bound for the
convergence rate of our paired (p, p)-random walk.

Theorem B.15. We fix a CM extension K/F. Let A be a Hermitian lattice of

rank r = 2 and let Xy = sgen(A) be its special genus. Let q be a prime ideal
of Op which splits as qOx = pp and put q = |Op/q|. Let p be the rational
prime below q and suppose that p 1 2detg(A)?. Let Py = UyUg be the paired walk
operator. Then
4q
||Pq|L3(X0)H g (q I 1)2

Proof. Recall that Uy = Uy and therefore |[Py]| = [|Uy||*. Propositions B.13
and B.14 therefore give

2\E)z:(@

P, < .
Pl < (247) = i

O

By combining Theorem B.15 with Proposition B.2 we immediately deduce
the bound on the statistical distance:

Corollary B.16. For every isometry class x € sgen(A), denote by 6, the Dirac
distribution centered at x. Let p 1 2detg(A)? be a rational prime with pOp =
szl q; and each q; split in K. The random-walk distribution resulting from
sequentially applying the (paired) Hecke operators for the q;, starting at a lattice
inx, is ||, Pq;0z. The bound of Theorem B.15 gives the following bound on the
statistical distance:

t z .
A (11;[1 Pq16x5770> < 3 (H (N(qz—i—1> \/|Aut )| Mass(Xo) —

i=1

where A, is any lattice representative of x, and my is the mass measure on the
special genus Xg.

Lemma B.17. Let q be a prime of F with ¢ = N(q) and e = vq(2), and let
Aq be an integral Hermitian lattice of rank r over Ox @0, OF,q. Then its local

density satisfies B(Aq) = q~ (T
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Proof. For all but one type of prime the local density is known explicitly, and
the claimed bound can be read off from the relevant formula.

At the good primes in the sense of [Kirl6, Definition 3.5.1], that is at every
q 12 and at every q | 2 which is not ramified in K/F, the density is given
by [Kirl6, Theorem 4.2.4]. At the remaining (ramified) primes q | 2 it is known
when Aq is square-free by [Kirl6, Theorems 4.5.2 and 4.5.5|, and it is known for
an arbitrary Aq whenever Fy/Q, is unramified, by [Chol6, Theorem 5.2 and its
sequel. The one case left open in the literature is that of a prime q | 2 ramified
in K/F with F,;/Q ramified and A, not square-free, which occurs for instance
when K is cyclotomic of power-of-two conductor.

For the sake of completeness we provide a proof that covers all cases. A first
version of this proof was produced with the assistance of Fable; we then rewrote
and verified it, and identified the relevant references. Let E = End(4,). Following
Kirschmer [Kir16, Def. 4.2.2], we let H be the local integral group scheme such
that

H(R)={o € End(Aq ® R) | (c(x),0(y)) = (z,y) for all z,y € Aq ® R}.

We then have N

N—oo qu2

We use the classical Cayley transform ( [Cay46], see also [PR94, proof of Proposi-
tion 7.4]) to construct local points of H. Let W C E be the subset of antisymmet-
ric elements; this is a free Op -module of rank 72 [KMRT98, Proposition (2.17)]
which is saturated in E. Let C: W — U(V;) be defined by

C: X+— (1-X)"'1+X).
Then we have C(qW) C E*. Let N > e + 1. The identity

X = X' = (1= X)(O(X) - O(X)(1 - X')

holds for all X, X’ € qW. Therefore, if C(X) = C(X’) mod gV then X — X’ €
gV eENqW = qV =W (since W is saturated). The Cayley transform therefore
induces an injection

C: qW/qN =W — H(Opq/qY).
This shows that
#H(Opq/a") = #@qW/qV W) = gN—e=r?,
Passing to the limit as N — oo gives the lower bound on 3(Aq). O

Corollary B.18. Letr > 2 be fized, let A be an integral Hermitian lattice of rank
r over a CM field K of degree d, put n = rd, and let ¢ € (0,1). Let p {2 detg(A)?

be a rational prime for which pOp = H§:1 q; with each q; split in K. If

p = poly(d) - detg(4)7 /™ - (1/6)*/1,
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then A( HE:I Py.04, 71'0) < g, where my is the mass measure on the special genus
Xo of A, that is, 1o = H(Xo) (Definition 2.10).

Proof. Since [['_, N(q:) = p¥/?,1 <t < d/2 and 4N(q;)/(N(q;) +1)? < 4/N(q:)
for all ¢, Corollary B.16 gives

A < 3(4/p)??/|Aut(A)| Mass(Xo),

so it suffices that p? > 4971 |Aut(A)| Mass(X) e~2. Looking at the embedding
of A as Z-lattice we obtain that Aut(A) is a finite subgroup of GL,(Z), hence
|[Aut(A)] < 20 1oen) [Ser07] and |Aut(A)[/4 = d°) = poly(d) which is suf-
ficient for our application. For the mass, Mass(Xy) < Mass(gen A), and the
Hermitian mass formula [Kirl6, Thm. 4.2.3] expresses the latter as

2Or(d) |AK|O(T2)NK/Q(det A)O(T) . H ﬁ(/lq)_lv
q

where ¢ runs over the primes of F' and §(Aq) is the local density. Let S def

{a:q | 2det(A)}, a set of at most d/2 + logy N g(det A) primes. For q ¢ S
the lattice Ay is unimodular and B(A44)"' equals the Euler factor at q of
[T;—, Lr(x' i), with x the quadratic character of K/F [Kirl6, Prop. 4.2.7].
Completing this partial product to the full L-values over all primes multiplies it
by [Tes [Timi (1 =X (@)N(9) ™) < 27151 For q € S instead Lemma B.17 gives
B(Aq)_l < N(q)(vq (2)+1)T27 and since Hq|2 N(q)vq(2)+1 < 2d and Hq|det(/1) N(q> <
Nk g(det A), the primes of S contribute at most QO(TZd)NK/Q(det A)O(Tz) in total.
Here Lp(x%, i) < C(i)%? =29 for i > 2 and Lr(x, 1) < (O(log|Ax]))%? [Lou00].
So
Mass(Xo)!/% < poly(d) | Ax |4 N g (det 4)°0)/4,

Finally detg(A)? = |Ax|" N/ g(det A) with Ng g(det A) > 1, so both factors
are detg(A)°~M/" which gives the claim. O
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